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1. Introduction 

Northern Devon Healthcare NHS Trust is increasing its use of social media to 
engage with patients, service users and other stakeholders, and to deliver key 
messages for good healthcare and services generally.  These online digital 
interactions are encouraged and their use is likely to be further extended as new 
communications channels become available. 

The Trust has a Facebook page and Twitter account - @ndht 
 

 
 
 This guidance is provided so that staff and contractors of the Trust are aware 

of their personal responsibilities for appropriate use of and contributions on 
the Trust’s social media channels. 

 
 This guidance is necessary as many employees and contractors enjoy sharing 

their knowledge and experience with others of similar roles and interests. The 
Trust encourages these online activities and acknowledges that staff and 
contractors can improve their personal and professional skills and experience 
through relevant interactions with others outside the organisation. 

 

 However, the Trust has a responsibility to ensure the operational effectiveness of 
its business, including its public image, reputation and for the protection of its 
information assets of all kinds.  This involves ensuring confidentiality and 
maintaining security in accordance with NHS Information Governance policy and 
good practice. 

 
 The information contained in this guidance is based on the Department of Health 

Informatics Directorate NHS Information Governance: Information Risk 

Management Guidance: Social Interaction – Good Practice dated February 2012. 
 

2. Scope 

 
 This policy applies to all individuals working at all levels and grades within, or for 

Northern Devon Healthcare NHS Trust, including senior managers, officers, 
directors, employees, consultants, contractors, trainees, homeworkers, part-time 
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and fixed-term employees, casual, bank, agency workers and volunteers 
(collectively referred to as staff within this policy). 

 

3. Definition and Terms Used 

 

 Social media is the term commonly given to websites and online tools which 
allow  users  to  interact  with  each  other  in  some  way  –  by  sharing  
information, opinions, knowledge and interests. It involves building 
communities or networks, encouraging participation and engagement. Examples 
of social media – instagram, facebook, twitter, snapchat, blogs etc. 
 

 Having reviewed all social media platforms, the Trust’s Communications team 
corporately supports the following key social media platforms – facebook, twitter 
and youtube to deliver corporate messages. 

 

4. Duties and Responsibilities – Social media Use Policy (Business 
and Personal) 

 
 The Trust’s Social Media Use Policy outlines the Trust’s expectations of its 

employees in relation to the use of social media for both business and personal 
purposes, during and outside working hours. 

 
The policy applies at all times when accessing social media through Trust devices, 
personal devices and whether using personal or Trust social media accounts. Care 
should be taken at all times to ensure this is followed. 

 
 The Social Media Use Policy includes sections on: 
 

 Personal Use of the Internet 

 Monitoring of Internet at Work  

 Personal Conduct 

 Disciplinary Action 

 Recruitment 

 Whistleblowing 
 
 The Social Media Use Policy and the Corporate Use of Social Media Policy are 
 complimentary policies and should be considered in conjunction with each other. 
 

5. Duties and Responsibilities – Corporate Use of Social 
Media  

 There are a great many benefits for staff using social media for professional 
networking and development. 

 

http://ndht.ndevon.swest.nhs.uk/policies/?p=6380
http://ndht.ndevon.swest.nhs.uk/policies/?p=6380
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 When accessing social media sites by any means we require you to adhere by this 

policy if  mentioning any service/care provided by Northern Devon Healthcare Trust. 

 

 When using social media for Trust business it is important that you are identified  

as the Northern Devon Healthcare NHS Trust and not yourself, otherwise it can 

appear that you are communicating as yourself in a personal capacity.  

 
The Trust has a corporate presence on Facebook, Twitter and YouTube. If staff 

wish to convey news stories, events or messages through these channels, then 

this must be done via the Trust’s Communications Team. 

 

Departments and services within the Trust are not authorised to set up Facebook 

pages and Twitter accounts for their service without first speaking to the 

Communications department who can advise them on how to communicate 

professionally, safely and effectively.  

 
Generally service level Facebook pages and Twitter accounts are not allowed 

unless sufficient evidence is brought forward to demonstrate need or special 

circumstances. This is to avoid the Trust’s corporate presence being spread too 

thinly across multiple online places. 

 
The maintaining of a presence on social media is time consuming.  We will work 

with teams to assess evidence, objectives and desired outcomes on using social 

media before authorising. 

 
Any department considering setting up a separate social media page should fill in 

the form in Appendix D. This will be reviewed by the Head of Communications 

whose decision is final. 

 
Whilst every effort will be made to answer queries via social media, it is made clear 

to the public that posting a comment on social media will not be considered as 

contacting us officially and therefore a response may not be provided. This is 

stated clearly on the Trust’s website along with guidance on official contact routes 

for the public with the Trust. (See appendix E) 

 
The Trust “follows” or “likes” organisations, networks and individuals as 

appropriate. The fact that we follow someone on Twitter or Facebook does not 

imply endorsement of any kind by Northern Devon Healthcare Trust. This fact is 

clearly on the Trust’s website (see Appendix E) 
 

6. Reporting Inappropriate Behaviour on Corporate Social 
Media 
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 If a member of staff or contractor comes across information contained in Social 
Media sites that contravenes this policy, they should report the issue via the 
contact list below, so the incidents can be investigated and appropriate action 
taken. 

   
 Potential action may include referral to the HR Department for investigation under 

the Trust’s Disciplinary Policy if a member of staffs actions are deemed to have 
contravened the Social Media Use Policy (see section 4) 

7. Contact list – Communications team 

James Rowles, Websites Manager t: 01271 349163 e: jamesrowles@nhs.net 
Helen Hartstein, Senior Marketing and Communications Manager t: 01271 322460  
e: helenhartstein@nhs.net 
Katherine Allen, Head of Communications t: 01271 322 460 e: 
Katherine.allen@nhs.net  

8. Monitoring, Auditing and Review 
 

The Trust reserves the right to use legitimate means to scan the web, including 

Social Media sites for content that it finds inappropriate. 

 
The Trust reserves the right to monitor the staff usage of Social Media sites during 

working hours. 

 
A review of this document will be conducted every two years or following a change 

to associated legislation and/or national guidance or national/local terms and 

conditions of service. 

 
The responsibility for this policy and staff guidance is delegated to the Head of 

Communications.

9. Equality Impact Assessment  

 

Group Positive 
Impact 

Negative 
Impact 

No 
Impact 

Comment 

Age   X  

Disability   X  

Gender   X  

Gender Reassignment   X  

Human Rights (rights 
to privacy, dignity, 
liberty and non-
degrading treatment), 
marriage and civil 
partnership 

  X  

Pregnancy   X  

mailto:jamesrowles@nhs.net
mailto:helenhartstein@nhs.net
mailto:Katherine.allen@nhs.net
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Maternity and 
Breastfeeding 

  X  

Race (ethnic origin)   X  

Religion (or belief)   X  

Sexual Orientation   X  

 

10. Associated Documentation  

 Social Media Use Policy 
 

 Disciplinary Policy 
 

 Confidentiality Policy 
 

 Maintaining Patients’ Privacy and Dignity 
 

 Whistle blowing Policy 

  

http://ndht.ndevon.swest.nhs.uk/policies/?p=6380
http://ndht.ndevon.swest.nhs.uk/policies/?p=1964
http://ndht.ndevon.swest.nhs.uk/policies/?p=40
http://ndht.ndevon.swest.nhs.uk/policies/?p=1454
http://ndht.ndevon.swest.nhs.uk/policies/?p=2109
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Appendix A –  Potential Risks to the Trust of Staff Using 
Blogging    and Social Media 
 
A range of potential risks and impact consequences exist that staff and contractors of 
the Trust should be aware of: 
 
1. Unauthorised disclosure of business information and potential 

confidentiality breach 

 
Blogging and social media sites can provide an easy means for sensitive or 
confidential information to leak from an organisation, either maliciously or 
otherwise. Once loaded to a blogging or social media site, Trust information 
enters the public domain and may be processed, stored and reused anywhere 
globally.  In short, Trust control can be lost and reputational damage can occur or 
confidentiality breached. 
 

2. Patient confidentiality 

 
Social media can be used to communicate with our patients but patient 
confidentiality duties must be adhered. For example general healthcare advice 
can be given on a social media platform, but not specific information for a specific 
patient – please see the Confidentiality Policy 
 

3. Malicious attack associated with identity theft 

 
Most blogging and social media sites allow its users to create a personal profile. 
People often place a large amount of personal information on social media sites, 
including photographs, details about their nationality, ethnic origin, religion, 
addresses and date of birth, telephone contact numbers, and interests. 
 
This information may be of use to criminals and others who are seeking to steal or 
reuse identities or who may use the information for social engineering purposes. 
 

4. Legal liabilities from defamatory postings by staff 

 
When a person registers with a website they typically have to indicate their 
acceptance of the sites terms and conditions. These can be several pages long 
and contain difficult to read and understand legal jargon.  Such terms and 
conditions may potentially give the site “ownership‟ and “third party disclosure‟ 
rights over content placed on the site, and could create possible liabilities for the 
Trust that allows employees to use them. 
 
For example, where a staff member is registering on a website from a 
computer/electronic device within the Trust, it may potentially be assumed that the 
user is acting on behalf of the Trust and any libellous, inflammatory or derogatory 
comments may result in civil litigation or criminal prosecution. In addition, 
information being hosted by the website may be subject to other legal jurisdiction 
overseas and may be very difficult to correct or remove. 

http://ndht.ndevon.swest.nhs.uk/policies/?p=40
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5. Reputational damage 

 
Ill-considered or unjustified comments left on sites may adversely affect public and 
professional opinion toward an individual, their employer or another implicated 
organisation, contractor, service provider or business partner etc. This can lead to 
change in social or business status with a danger of adverse consequential 
impacts and possibility of legal proceedings. 
 

6. Malicious code targeting social media users causing virus infections and 

consequential damage to end user devices 

 
Blogging and social media sites may encourage or require the download and 
installation of additional code in order to maximise the site’s functionality and 
potential values. Where such sites have weak or ineffective security controls it 
may be possible for its operating system or application code to be changed to 
contain malicious content such as Viruses and Trojans, or to trigger unintended 

actions such as Phishing – a way of obtaining sensitive information through bogus 

impersonation as a trustworthy entity. 
 

7. Systems overload from heavy use of sites with implications of degraded 

services and non-productive activities 

 
Blogging and social media sites can pose threats to an organisation’s own 
information infrastructure. Particularly as the use of rich media (such as video and 
audio) becomes the norm in such sites, the network bandwidth consumption 
generated by these sites can be significant and they have the potential to be the 
biggest bandwidth consumers within an organisation. In an aggregated sense 
widespread use of blogging and social media sites may introduce new capacity 
issues for local and national NHS infrastructure and services. 
 

8. Staff intimidation or harassment with the possibility of personal threat or 

attack against the blogger, sometimes without apparent reason 

 
Other online bloggers can hold strong views and may potentially be offended at 
what they read, however unlikely or unintended that might seem. In extreme 
cases this negative reaction could lead to targeted attack or assault against the 
original blogger with potential to cause them anxiety, distress and personal safety 
issues. Please see Appendix C – “Someone has written about you” for 
guidance.
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Appendix B – Definitions 
 
 
Social Media is the term commonly used for web-based and other mobile 
communications technologies that enable messages and opinions to be shared in 
dialogue with others who often share the same community interests. Such 
technologies can include blackberry messaging, instant messaging and other similar 
services etc. 
 
Social Networking is the use of interactive web based sites or social media sites, 
allowing individuals on-line interactions that mimic some of the interactions between 
people with similar interests that occur in life. Popular examples include Facebook, 
Twitter, Google+, Instagram and Linkedin. 
 
Blogging or Tweeting (micro-blogging) is using a public website to write an on- 
line diary (known as a blog) or sharing thoughts and opinions on various subjects. 
Blogs and Tweets are usually maintained by an individual with regular entries of 
commentary, descriptions of events, and may include other material such as 
graphics or video.  Many blogs and tweets are interactive allowing visitors to 
respond leaving comments or to potentially send messages to others.  
 
It is increasingly common for blogs to feature advertisements to financially benefit 

the blogger or to promote a blogger’s favourite cause. The word blog is derived from 

the phrase web log. Examples of these websites include Twitter.com, blog,com and 
wordpress.com. 
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Appendix C – “Someone has written about you” flowchart 
 
Please see below, the Communications Office can give assistance with any issues. 
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Appendix D - Request form for service-specific social media 
presence (i.e. facebook page and/or twitter account) 

Form to be completed by Trust service or department requesting the above. 

In the first instance, we encourage teams to communicate through the Trust’s corporate 
Facebook page and Twitter account unless there is a compelling reason not to. If you're 
interested in using social media to communicate on behalf of your service or team, please fill 
out the details below, explaining your rationale.  

It is important that you engage with the Communications team before you start a social 
media account for your service, so we can support you to communicate effectively and 
safely. If you want to use social media on behalf of your service, you must be mindful of 
patient confidentiality. Also, be aware that any content published represents the views of, 
and reflects on, the Trust as a whole. 

Department 
 

 

Contact person 
 

 

Contact telephone 
 

 

 

Who is the audience? 
 

 
 
 
 
 

What are your communication aims? 
 

 
 
 
 
 

Why is Facebook / Twitter the most 
appropriate way of reaching this 
audience? 
 

 
 
 
 

What other methods of communication 
does the team / service currently use to 
reach the intended audience?  
 

 
 
 
 

Is relevant supporting information 
available through the Trust’s website? 
 

 
 
 
 

What is the name of the service contact 
responsible for answering queries and 
questions generated via social media? 
 

 
 
 
 

What will be the frequency of published 
posts? 
 

 

What type of posts do you envisage 
sending out? 
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Any more relevant information? 
 

 
 
 
 

Please return the completed form to Jamesrowles@nhs.net
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Appendix E - Statement on Trust website 

 

Our use of social media channels 

Northern Devon Healthcare Trust’s social media channels are managed by the 
communications team. If you follow us, you can expect messages covering news, 
events, service updates and official announcements.  

We will also republish information that we feel is appropriate, relevant and 
interesting.  

 

Replies and messages  

Although we welcome feedback from followers and read all messages, we will not 
always be able to reply individually to everyone. We will generally update and 
monitor our social media accounts during office hours only. We cannot guarantee 
that all our channels will always be available and cannot accept responsibility for any 
lack of service. 

Sending messages to our social media accounts will not be considered as contacting 
us officially. If you have a formal comment about one of our services see our contact 
us page (url). 

  

Who we follow  

We follow organisations and individuals where appropriate. We will stop following 
accounts we believe are malicious or spam.  

The fact that we follow someone on Twitter or Facebook does not imply 
endorsement of any kind by Northern Devon Healthcare Trust.  

 


