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1. Introduction 

This document sets out Northern Devon Healthcare NHS Trust’s system for the 
development and management of healthcare records. Records are regarded as a 
vital resource because of the information they contain. This information is only an 
asset if it is recorded correctly, regularly updated and is easily accessible.  

This policy provides a robust framework to ensure a consistent approach across the 
whole organisation, and supports our statutory duties as set out in the NHS 
Constitution.   

It applies to all clinical records in any format or media type, whether produced 
internally or   acquired from an external source.  

This is a merged policy reflecting the inclusion of Devon wide Specialist Services in 
2015”. 

2. Purpose 

The purpose of this document is to ensure the robust development and management 
of the healthcare records for all patients within the Trust, ensuring: 

 Rational, evidence based intervention. 

 Interventions recorded as effective and acceptable. 
 

The following legislation and codes of practice are incorporated into the management 
of healthcare records: 

 Access to Health Records Act 1990 

 Audit Commission Report 1995 

 Caldicott Review 1997 

 Clinical Negligence Scheme for Trusts (CNST) established 1994 

 Confidentiality: NHS Code of Practice 2003 

 Controls Assurance (NHS Executive Standards) HSC 2001/005  

 Environmental Information Regulations 2004 

 Freedom of Information Act 2000 

 General Data Protection Regulation (GDPR) 

 Information for Health (HSC 1998/168) 

 Public Records Act 1958, section 3 (1 – 2)  

 Records Management: NHS Code of Practice 2016  

 Removable Media Guidelines 

This policy applies to all Trust staff. All staff (including temporary and agency) must 
comply with this policy as a condition of their employment. A breach involving 
unwarranted disclosure or destruction of Trust information may result in disciplinary 
action. 
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3. Definitions   

3.1. What is a Healthcare Record 

A Healthcare record is anything that contains clinical information which has been 
collated or created as part of the work of any NHS employee.  At NDHT the paper 
record is considered the definitive source of a patient’s full medical history, so it is 
essential that all relevant letters, results etc are accurately filed in a timely manner to 
prevent missing information and potential clinical risk.   

This includes all patient clinical paper, documents uploaded or imported into the 
Trusts Electronic Health Record (EHR) systems TrakCare and RIO, microfiche, 
audio, computer data, any removable storage media (USB Pens, mobile phones, 
cameras, compact discs (CD) and digital video disc (DVD) and work diaries etc. 

Removable Media Guidelines 

4. Responsibilities 

4.1. Role of Chief Executive and Senior Managers 

The Chief Executive and Senior Managers are responsible for: 

 Under the terms of the Public Records Act 1958 S.3 (1) - (2) it is 
acknowledged that the Chief Executive and Senior Managers are personally 
accountable for records management within the Trust and have a duty to 
arrange the safe keeping of those records. 

 Ensuring that all records created or held by the Trust are managed to the 
highest NHS and legal standards. 

4.2. Role of the Healthcare Records department staff 

Healthcare Records department staff are responsible for: 

 Compiling a new set of records for each newly registered patient. 

 Storing all records in a location based filing system. 

 Pulling files on request for clinics for Acute and Community. 

 Electronically tracking all Healthcare records both in and out of the 
department. 

 Archiving and destroying records as per the NHS Code of Practice: Records 
Management 2016. 

 Inclusion of ‘Special’ Notices such as, Living Wills. 

4.3. Role of all other staff 

All other staff are responsible for: 

 All NHS employees are responsible for any records which they create or use.  
This was established and defined by the Public Records Act 1958.  
Furthermore, any records created by an NHS employee are public records.  

 Ensuring that person and patient identifiable information is not passed on to 
others without the individual’s consent. 

http://ndht.ndevon.swest.nhs.uk/policies/?p=3123
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 Everyone working for, or with the NHS, who records, handles, stores, or 
otherwise comes across patient information, has a personal common law duty 
of confidence to patients and to his or her employer. 

 All members of staff have a statutory and contractual duty to accurately file 
documentation within any healthcare record that they generate. 

 Filing of any loose signed miscellaneous filing before returning Healthcare 
Records, or visiting the Healthcare Records main file to securely file any 
loose documentation.  Loose papers are NOT to be sent in the internal post.  

 Requesting records in a timely way using the iFIT request system or 
telephone for urgent notes. 

 Monthly case note tracking audits of their locations which must be submitted 
to the Healthcare Records manager. 

 Entering details onto the iFIT system when moving records to a new location 
and when receiving notes 

 The safety and confidentiality of notes whilst in their care. 

 Community Staff using RIO must record all notes and assessments for a 
patient directly onto RIO.  Some documentation will not be available in RIO.  
This includes patient owned/held documentation, supporting documentation, 
non-RIO services and third party documentation.  Very specific Trust owned 
patient held documentation as outlined in the Standard Operating Procedure 
for Community Services EHR will continue to be held as a paper record in the 
patient’s home (for example, Manual Handling Plan, Prescribed Medicines 
Administration Record).  This specific documentation must be scanned and 
uploaded into RIO when completed/reviewed. 

 

 

5. Healthcare Records Development and Management 

5.1. Registration and identification 

Once a patient has been registered on TrakCare and an appointment has been made 
a folder must be raised and prepared with the patients’ name and track number in the 
form of a bar code label to be placed on the front cover, the notes must also be 
tagged. 

Staff must ensure that the correct record is available for the patient being treated. 

Within Health and Social Care a full set of relevant assessments will be started as 
clinically appropriate.   

5.2. Folder style 

 The style of healthcare records for the Trust is the standard yellow card 
folders. At present there are two styles used across the Trust, the other one 
being an older style buff folder. Though they may differ in appearance, all 
healthcare records have identified sections with instructions for filing printed 
on the divider.  
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 Community Services will continue to use current folders where appropriate. 

5.3. Format 

 The patient’s name and hospital number must be identified with a label on the 
front of each record. 

 All entries in the record must be in permanent black ink (including theatre 
operation notes). 

 All history sheets must have patient’s name, NHS number and TrakCare 
number on them. 

 An Outcome Form must be provided by Healthcare Records for every 
outpatient attendance which must be completed by the treating clinician at 
time of appointment. 

 No entries are to be deleted using correction fluid. A line must be drawn 
through any incorrect entry and the amendment should be referenced with 
initials, printed name and dated by a clinician.  

 Under no circumstances must a patient or relative write in a set of notes, only 
clinicians are allowed to do this. 

 No loose documentation is to be kept within the file. 

 All test results are to be mounted on the cards provided. 

 Any Electro Cardio Graphs (ECG) traces are to be placed within an envelope 
marked with the patient’s name and track number; this should then be 
secured in the results section. 

 Any photographs that are taken should be securely filed within the patient’s 
notes at the time of consultation. 

 Any information that is held on any electronic system such as EPRO etc must 
be printed and then filed within that patient’s main notes in a timely manner. 

It is essential that all staff who handle notes file all documentation securely in the 
correct section.  Further guidance can be found as follows:-  

https://www.rcplondon.ac.uk/projects/outputs/generic-medical-record-keeping-
standards 

5.4. Filing standards 

5.4.1. Folder cover 

 The name and TrakCare number must be legible.  

 The cover must be in good condition. 

If there is more than one volume, the volume number must be recorded 
clearly on the cover. 

5.4.2 Inside the folder 

 The plastic securing mechanism must be in good condition and in the secured 
position. 

 All documents must be filed in the correct section, should be secured and in 
chronological order. 

https://www.rcplondon.ac.uk/projects/outputs/generic-medical-record-keeping-standards
https://www.rcplondon.ac.uk/projects/outputs/generic-medical-record-keeping-standards
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 All documents should be filed within the boundary of the folder.  

5.4.3     Creation of additional volumes 

Healthcare records folders are restricted to the volume of records they can 
safely contain.  When documentation cannot be safely enclosed, a new 
volume must be requested from Healthcare Records. The start date for each 
new volume must be indicated on the front cover and when full the end date 
must be added. 

5.5 Loose Filing 

 Patient care can be jeopardised if information is missing from the healthcare 
record, has been filed incorrectly, or has not been filed at all. Results of tests or 
investigations that cannot be found or are missing could result in vital clinical 
care/work being delayed or the test being re-ordered.  

 Whilst the person is an inpatient on a ward, it is the responsibility of the ward 
clerk to ensure that they maintain the patients’ healthcare record file and that any 
documentation created during the inpatient episode is promptly and correctly 
filed.  

 Whilst the person is a patient cared for by Community Services, it is the 
responsibility of the relevant healthcare professional to maintain the patients’ 
healthcare record and to document each episode of care.  The Community 
Health and Social Care Co-ordinators have responsibility to ensure any paper 
documentation created during the community episode is promptly and correctly 
scanned and uploaded in RIO. 

 Any documentation created in outpatient clinics, should be filed by the secretarial 
/ clerical staff before the record is returned to the Healthcare Records 
Department. 

 All test results should be read, signed and dated by medical staff to indicate that 
they have been seen prior to being filed in the record. If no signature is evident it 
must be assumed that they have not been read or seen by a member of the 
medical team.  Arrangements must be made to ensure this is done.  

 No loose filing should be sent to the Healthcare Records Department for filing.  
All filing must be done simultaneously whenever possible and must be 
undertaken by the department holding those records at the time. 

 For those patients where documentation has been created but the main notes are 
no longer with the individual that created said documentation, it is that member of 
staff’s responsibility to locate the record and file the loose documentation.  Staff 
should contact the Healthcare Records manager to arrange a suitable time to go 
to the HealthCare Records department to file the papers themselves, in line with 
Trust standards outlined above. 

 

Whilst the person is a patient cared for by Community Services, it is the responsibility 
of the relevant healthcare professional to maintain the subject’s healthcare record 
and to document each episode of care.  The Community Health and Social Care Co-
ordinators have responsibility to ensure any paper documentation created during the 
community episode is promptly and correctly scanned and uploaded in RIO Rio for 
Community Nursing Staff and AHPs. 

 Training can be obtained by contacting ndht.healthcarerecords@nhs.net 

http://ndht.ndevon.swest.nhs.uk/it-training/rio-for-community-nursing-and-ahps/
http://ndht.ndevon.swest.nhs.uk/it-training/rio-for-community-nursing-and-ahps/
mailto:ndht.healthcarerecords@nhs.net


Healthcare Records Policy                                                                                                                                                                                                                      
  Northern Devon Healthcare NHS Trust 

 

 

9 
 

6. Transporting records  

Any transportation or movement of records within or outside the Trust must be 
tracked so their location is known at all times (see Section 7). 

6.1. Within the Trust 

When transporting records between departments they should be delivered or 
collected by an authorised member of staff. The record should be transported in a 
clearly addressed sealed envelope or box/bag.  

When transporting records between separate Trust sites this should be done using 
the official internal postal system. Records should be transported in a secure 
box/bag. 

When delivering records for clinics these should be transported using covered 
trolleys. The trolley should never be left unattended. Once delivered to the clinic area 
the records should be kept in a secure environment until they are required. 

When transferring a patient from one ward to another, including North Devon District 
Hospital inpatient ward to a community hospital inpatient ward or vice versa, it is the 
responsibility of the discharging ward to correctly amalgamate the ‘current’ 
admissions notes within the main case notes. 

Notes are picked up by the HealthCare Records Courier from all departments and 
clinical areas daily. 

6.2. Outside the Trust 

Sharing information to support care is essential for our patients who are being treated 
in Royal Devon and Exeter hospital, Derriford hospital and Musgrove Park hospital 
so we would send the original to these locations.  

If requests are received from other hospitals to provide records, Healthcare Records 
should be contacted to arrange for a copy to be provided as an alternative. 

Should staff be required to take a set of notes with them for a meeting off-site i.e. 
domiciliary visit at the home of a service user, the record should be carried in a 
suitable non-transparent bag or case, which must not be left unattended. If this is not 
possible the record must be carried in a sealed envelope. 

Any records, notes or images sent outside the Trust can be sent by recorded delivery 
or electronically to a named NHS email account with consent. 

Community Services must treat any information taken from a third party system, eg 
System One or Care First 6 in accordance with Information Governance Policy. 

7. Tracking, requesting and retrieval  

The exact location of each set of case notes must be known at all times, so they 
must be tracked using the RFID system (iFit). 

7.1. Tracking records 

The Trust uses the iFIT system to track its case notes across the organization by 
means of an RFID system which provides general detail as to the location of the file, 
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but not specific detail. It is the responsibility of all staff to keep this tracer system up 
to date in recording the movement of all case notes. 

All clerical staff are responsible for updating the iFIT system themselves at all times.   

It is essential that iFit is updated with the precise location of the file whenever the file 
is moved to a different location – the file should be noted on iFit as being “Received” 
with the location.   

Non clerical staff are responsible for either updating the iFIT system themselves if 
they have iFIT access or for informing a clerical member of staff which notes are 
being moved and to which location.   

Regular monitoring of the use of the tracer system will be undertaken by the 
Healthcare Records Manager and any staff/areas found not be adhering to this policy 
will be brought to the attention of their line managers to ensure all staff take 
responsibility for tracing case notes at all times. 

If any members of staff are found to be recurrently not adhering to the policy on using 
the tracer system then the Trust disciplinary process will be initiated.  

A quick guide on how to electronically track notes can be found in Appendix A or 
training can be provided by contacting ITTraining@nhs.net. 

7.2. Retrieving records 

The retrieval of records is a task carried out by Healthcare Records Staff.  Any 
records required for a patient either admitted to the hospital or attending a clinic is to 
be requested by telephoning the Healthcare Records Department, e-mailing the 
department at ndht.healthcarerecords@nhs.net or via the iFIT tracer system.  No 
other staff are permitted to remove Healthcare records from the secure areas. 

Regular clinic lists are printed off from the iFIT system and notes are pulled by the 
Healthcare Records staff and sent to the relevant location in readiness for the clinic. 
They must be returned afterwards by the Consultant’s secretary, Department or the 
Clinician running the clinic. 

7.3       Requesting records 

Any requests for clinical audits must be managed through the Clinical Audit team 
who will raise an audit number and send a list of notes to Healthcare Records to pull 
and make available for the clinician to review within an agreed timeframe.  For any 
additional audit requests, please use the form at Appendix D. 

For any other notes requests, the “request” option should be used on iFit – this is for 
a maximum of 5 sets of notes per day per requester. 

8. Scanning 

  To ensure the authenticity, integrity and availability of electronically stored health 
records,  the detailed process in Appendix B must be followed. 
 

 Any patient documentation should be scanned into an electric information 
system for example, Civica Cito and RIO. 

mailto:NDHTITTraining@nhs.net
mailto:ndht.healthcarerecords@nhs.net
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 Any physical documentation that would be deemed necessary and/or note 
worth to a patient’s health or wellbeing will need to be scanned 

 Some documents may need to be retained when, due to poor quality of the 
original paper document, the scanned image is not of sufficiently-high quality.  
Where documents are to be retained in a hard copy health record, the Trust’s 
standard case note folders should continue to be used.  These are 
recognisable as Trust health records and maintain consistency across the 
Trust for the storage of hardcopy health records, filed in accordance with the 
Trust’s Healthcare Records policy. 

 Both electronic and hard copy records will be retained only for as long as 
necessary and in line with retention and destruction schedule in the NHS 
Records Management Code of Practice for Health and Social Care 
(https://digital.nhs.uk/data-and-information/looking-after-information/data-
security-and-information-governance/codes-of-practice-for-handling-
information-in-health-and-care/records-management-code-of-practice-for-
health-and-social-care-2016). 

 Any physical documentation must be scanned before the patient is 
discharged from their current location in order for a full documented health 
record to be available at the point of care for the patient.     

 For Community notes, hard copy documents can be scanned and attached to 
RIO, following the process outlined in the Standard Operating Procedure for 
Community EHR.  This must be clinically relevant information that is not 
available elsewhere, for example hard copy referral, GP summaries. 

9. Confidentiality      

Healthcare records by their very nature are confidential. All staff are required to 
adhere to privacy and confidentiality regulations relating to both patient and staff 
information. The Trust will ensure that all precautions are taken to preserve 
confidentiality of all records that contain personal identifiable data and that no 
information is disclosed to unauthorised persons. 

10. Security 

Maintaining security and confidentiality of information is vital to the integrity of 
healthcare records and to protect patient and staff confidentiality. The following 
principles must be adhered to: 

 All staff must ensure that they lock or log out from their computers whenever 
they leave their workstation. 

 Records must be stored in secure areas to prevent unauthorised access by 
service users, members of the public or any unauthorised by staff, service 
users or members of the public.  

 Records kept in areas that do not have 24 hour staff presence must be stored 
in an area that can be securely locked when the premises are unstaffed. 

 At the end of the working day all staff must ensure that any records in their 
possession are kept in a secure location.  

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
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 The removal of original health records from any Trust site is not allowed, 
unless there are exceptional circumstances. Each request will be assessed 
on an individual basis by the line manager and/or the Information Security 
Manager.  

 All breaches of confidentiality and missing files must be reported via the 
Trust’s Incident Reporting Policy.  

 Access to RIO will be restricted to those employed by NDHT including 
identified Social Care roles within the Health and Social Care Teams. 

 Any other sharing of information will continue in accordance with the 
requirements of the Data Protection Act. 

11. Living Wills 

Living Wills are legally binding. If patients request to record their wishes for future 
care and treatment, this must be done in accordance with the ‘Advance Statements 
about Medical Treatment - Code of Practice’ report of the British Medical Association, 
April 1995 (see below): 

 The Government is satisfied that the guidance contained in case law, together 
with the Code of Practice ‘Advance Statements About Medical Treatment’ 
published by the British Medical Association, provides sufficient clarity and 
flexibility to enable the validity and applicability of advance statements to be 
decided on a case by case basis. 

 The patient is responsible for writing the Living Will. A copy must be sent to the 
Healthcare Records Manager, Northern Devon Healthcare Trust who will file it 
in the record and mark the notes accordingly. TrakCare will be updated 
accordingly. 

 It is the responsibility of the patient or their representative to make staff aware 
of the existence of a Living Will and/or any amendments to the status of that 
‘Living Will’.  

 People who understand the implications of their choices can state in advance 
how they wish to be treated if they suffer loss of mental capacity. Just as adults 
must be consulted about treatment options, young people under the age of 
majority (age 18) are entitled to have their views taken into account.  

 An advance statement (sometimes known as a living will) can be of various 
types. 

 A requesting statement reflecting an individual’s aspirations and preferences. 
This can help health professionals identify how the person would like to be 
treated without binding them to that course of action, if it conflicts with 
professional judgement.  

 A statement of the general beliefs and aspects of life which an individual 
values. This provides a summary of individual responses to a list of questions 
about a person’s past and present wishes and future desires. It makes no 
specific request or refusal but attempts to give a biographical portrait of the 
individual as an aid to deciding what he or she would want.  

 A statement, which names another person who should be consulted at the time 
a decision, has to be made. The views expressed by that named person 
should reflect what the patient would want. This can supplement and clarify the 
intended scope of a written statement but the named person’s views are 
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presently not legally binding in England and Wales. In Scotland, the powers of 
a tutor dative may cover such eventualities.  

 A clear instruction refusing some or all-medical procedures (advance directive). 
Made by a competent adult, this does, in certain circumstances, have legal 
force.  

 A statement which, rather than refusing any particular treatment, specifies a 
degree of irreversible deterioration (such as a diagnosis of persistent 
vegetative state) after which no life sustaining treatment should be given. For 
adults, this again can have legal force.  

 A combination of the above, including requests, refusals and the nomination of 
a representative. Those sections expressing clear refusal may have legal force 
in the case of adult patients. 

 A copy of the Contingency Plans is electronically stored in the Rapid 
Intervention Centre.  A hard copy is stored in the patient hand held notes until 
such time as a patient is discharged or dies when they will be stored in 
accordance with the Trust’s Healthcare Records Policy. 

12. Safeguarding Children Information 

 A safeguarding children divider should be included in the healthcare record 
when there are/have been safeguarding concerns related to an unborn baby, 
child or young person.  

 The safeguarding children section should be the first section in the healthcare 
record. 

 Information should be filed in chronological order. 

12.1. Unborn babies  

 If there are safeguarding concerns related to an unborn baby, a safeguarding 
children section should be created within the mother’s healthcare record. 

 Once the baby is born, all safeguarding children information filed in the 
mother’s healthcare record must be photocopied and filed within the 
safeguarding section of the baby’s healthcare record.  

  Please see the Trust’s Safeguarding Children Policy. 

13. Alerts 

Northern Devon Healthcare Trust recognise that the use of electronic alerts 
functionality within TrakCare and RIO can improve patient care by highlighting vitally 
important clinical or safety factors that may need to be taken into account for 
individual patients.  The alerts function also highlight important information about a 
patient to appropriate members of staff.  The system is operated in the interests of 
both patient and staff safety. 

TrakCare and RIO allow electronic alerts to be added to patients’ records, and these 
alerts then appear at many transaction points within the system.  Some of the alerts 
have specific icon associated with them whilst others have a generic patient alert 
icon. 

13.1 Alert Types  

http://ndht.ndevon.swest.nhs.uk/policies/?p=7092
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 There are the specific alerts that are available on TrakCare and RIO from a drop 
down pick  list. Appendix C of this policy contains a full list of alerts available for use.  
 
13.2 Restricted Alerts  

Restricted alerts can only be added, edited or removed by a specific alert 
administrator working within an area of specialist expertise, both clinical (eg 
methicillin-resistant staphylococcus aureus [MRSA]) or covered by specific policies 
(eg Aggression, Violence and Harassment). 

14. Research 

A notification of patient participation in a research trial should be evident in the form 
of a sticker on the inside of the front cover of each medical record folder. A copy of 
the information sheet and signed consent form should be placed in the notes.  

The retention schedule for research notes must be adhered to. 

15. Auditing 

Audit plays a vital part in ensuring the quality of care that is delivered. Auditing can 
assess the standard of the record and identify areas requiring improvement and staff 
training. Audit tools have been developed to monitor the standards of records and 
also form a basis for discussion and measurement. The audit covers: 

 Access 

 Availability 

 Security 

 Storage environment 

 Retention 

 Disposal 

As with all record keeping procedures it is important to observe confidentiality when 
dealing with client information. An informal audit of the above standards should be 
completed quarterly by the Healthcare Records Manager.  This audit should consist 
of Case notes from different specialties and where possible from different sections 
within the healthcare records storage areas to assess compliance with the 
Healthcare Records Policy and Guidelines. 

Any requests for audits that do not fall within the remit of the Clinical Audit team’s 
framework should be made using the form at Appendix D (which can also be found 
on Bob) to ensure appropriate notice is given so that day to day duties are not 
impacted. 

16. Retention and destruction of records 

 The retention period depends upon the type of record and its importance to the 
business of the Trust.  Destruction of records is an irreversible act, whilst the cost 
of keeping them can be high and continuing. 
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 The Records Management Code of Practice for Health and Social Care 2016 
(https://digital.nhs.uk/data-and-information/looking-after-information/data-
security-and-information-governance/codes-of-practice-for-handling-information-
in-health-and-care/records-management-code-of-practice-for-health-and-social-
care-2016) takes account of legal requirements and sets out the minimum 
retention periods for both clinical and administrative records. Trusts have local 
discretion to keep material for longer, subject to local needs, affordability and 
historical value.   

 If a particular record is not listed within the schedules (on the Trust’s intranet site 
and clipboards in storage areas) advice must be sought from the Information 
Governance Manager who will establish the appropriate retention period in 
consultation with other Records Managers, the Digital Healthcare Services and 
the service concerned.   

 Where the record in question is a Trust-wide document, the retention period will 
need to be approved by the Governance Committee.  Retention periods will be 
considered during policy review. 

 The processes and schedule for the retention and destruction of healthcare 
records can be found in the Retention & Destruction of Healthcare Records 
Procedure.   

16.1. Disposing and destroying unwanted records 

 Many NHS records contain sensitive or confidential information.  It is vital to 
safeguard confidentiality at every stage and to apply a fully effective destruction 
method when required (see the Confidentiality Policy and Waste Management 
Procedure).  Normally, this involves shredding, pulping, or incineration.  

 If there is doubt about the case for disposal of particular records, advice may first 
be sought from the Information Governance Manager or the Caldicott Guardian. 

 CD/backup tapes/audio tapes must be reformatted with a random pattern to 
ensure data cannot be recovered or they must be physically destroyed following 
the Information Security Policy. 

 Likewise, removable media and HDUs must be destroyed, in line with the 
Information Security Policy This can be done on site, or via an approved 
contractor. 

 A brief description should be kept of everything destroyed (particularly if done so 
in error / accidentally). The Trust needs to know if and why information is no 
longer available when responding to information requests.  

17. Training requirements  

All staff should be made aware of their record keeping responsibilities, whether 
clinical or non-clinical staff. 

All administration staff that handle case notes are required to undertake Healthcare 
Records training and should contact the Healthcare Records Manager to arrange for 
this within 6 weeks of commencing employment at the Trust. 

Signed records must be kept of all training undertaken in the Trust. These records 
will be held by the Healthcare Records Manager. Individuals are encouraged to keep 
a copy of this in their portfolio. 

The training matrix will detail: 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
http://ndht.ndevon.swest.nhs.uk/policies/?p=3866
http://ndht.ndevon.swest.nhs.uk/policies/?p=3866
http://ndht.ndevon.swest.nhs.uk/policies/?p=40
http://ndht.ndevon.swest.nhs.uk/policies/?p=762
http://ndht.ndevon.swest.nhs.uk/policies/?p=762
http://ndht.ndevon.swest.nhs.uk/policies/?p=3421
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 All administration staff must be trained on Induction with refresher training 
given on request. 

 Training is given – face to face. 

18. Monitoring Compliance with and the Effectiveness of 
the Policy 

18.1. Standards/ Key Performance Indicators 

Key performance indicators comprise: 

 Information Governance Toolkit 

 Complaints 

 Incidents 

 Internal Audits 

18.2. Process for Monitoring Compliance and Effectiveness 

Monitoring Arrangements 

Compliance of this policy against all minimum requirements in the NHSLA Risk 
Management Standards will be monitored on a continuous basis with a continuous 
rolling audit and assessment of healthcare record related complaints and incidents or 
of misplaced records or not completed clinic lists.   

Responsibility 

The Healthcare Records Manager will be responsible for monitoring and reporting to 
Records Management Group 

Reporting Arrangements 

The result of the audits will be reviewed by the Records Management Group  

Audit results 

The Records Management Group will develop an action plan to improve compliance 
and ensure improvements in performance occur.  

Action plans will be implemented by the Healthcare Records Manager in conjunction 
with any Head of Department or Divisional General Manager to ensure learning takes 
place. 

The Records Management Group will monitor progress of the action plan on a 
monthly basis and exceptions will be reported via this group to the Quality Assurance 
Committee.  Identified risks related to the non-compliance with this policy through 
audit will be registered on the Trust Risk Register system by the Risk Co-ordinator. 

Where non-compliance is identified, support and advice will be provided to improve 
practice.  
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 Freedom of Information Act 2000  

 Access to Medical Reports Act 1988  

 The Department of Health website provides further information on health 
records management: www.dh.gov.uk  
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20. Associated Documentation 

 Access to Patient Records Procedure 

 Community Services Standard Operating Procedure for an Electronic Health 
Record 

 Confidentiality Policy  

 Disciplinary Policy 

 Information Lifecycle Management Strategy  

 Information Security Policy 

http://www.dh.gov.uk/
http://www.cqc.org.uk/_db/_documents/Info_governance_FINAL_PDF.pdf
http://www.nmc-uk.org/
http://www.nmc-uk.org/
http://ndht.ndevon.swest.nhs.uk/policies/?p=3844
http://ndht.ndevon.swest.nhs.uk/policies/?p=40
http://ndht.ndevon.swest.nhs.uk/policies/?p=1964
http://ndht.ndevon.swest.nhs.uk/policies/?p=6055
http://ndht.ndevon.swest.nhs.uk/policies/?p=3421
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 Managing Violence & Aggression Policy  

 Removable Media Guideline 

 Resuscitation Policy   

 Retention & Destruction of Healthcare Records  Procedure 

 Risk Management Policy  

 Risk Management Training Policy 

 Safeguarding Children Policy 

 Waste Management Procedure  

21.  Equality Impact Assessment   

Table 1: Equality impact Assessment 

Group 
Positive 
Impact 

Negative 
Impact 

No 
Impact 

Comment 

Age   X  

Disability   X  

Gender   X  

Gender Reassignment   X  

Human Rights (rights 
to privacy, dignity, 
liberty and non-
degrading treatment), 
marriage and civil 
partnership 

  X  

Pregnancy   X  

Maternity and 
Breastfeeding 

  X  

Race (ethnic origin)   X  

Religion (or belief)   x  

Sexual Orientation   x  

http://ndht.ndevon.swest.nhs.uk/policies/?p=1113
http://ndht.ndevon.swest.nhs.uk/policies/?p=3123
http://ndht.ndevon.swest.nhs.uk/policies/?p=53
http://ndht.ndevon.swest.nhs.uk/policies/?p=3866
http://ndht.ndevon.swest.nhs.uk/policies/?p=346
http://ndht.ndevon.swest.nhs.uk/policies/?p=5192
http://ndht.ndevon.swest.nhs.uk/policies/?p=7092
http://ndht.ndevon.swest.nhs.uk/policies/?p=762
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Search  
Fields appearing on the Search screen can be customised 
by the Administrators of the system. In iFit, the following 
fields are typically made available to the user for 
searching: 

 MRN Number  Patient Name & Surname 

 Barcode  Document Type 

 RFID  Patient NHS Number 

 Volume No  

 
To Search 
 
1. Click in the respective field and enter the required 

search criteria. Entering search criteria can be 
performed either via  

 manual 
entry or 
selection 
(if a drop 
down 
field) or  

 handheld 
barcode 
reader 

 
2. Once entered, 

click the 
‘Search’ 
Button.  

 T 
I 
P 

Instead of clicking the search button the following 
shortcuts are available: 
•  In a Single entry field - Press the ‘Enter’ Key 
•  In a Multi-Line entry - Press the ‘alt+Enter’ Keys 

 

Working with Search Results 
Once the Search Results are displayed, depending on 
access permissions, users have the following actions 
available: 

 track selected files / containers to another Location 

 mark selected files as Missing or Cannot Find 

 destroy selected files 

 print Barcode Labels for selected files on the user’s 
default printer  

 create a request for the selected files  

Search Results may be: 
 filtered using filter icon 

 sorted by clicking the title  

Tracking to a New Location 
Selected files from the Search 
Results can be Tracked to a new 
Location by clicking the ‘Track’ 
Button  
 
To Track files: 
 
1. Select the required files from 

the Search Results 
2. Click the Track Button 

iFit will 
open up 

the 
Tracking 

popup 
window. 
 

 
 
 
 
 
 
 
3. Select required Location from: 

 the Location dropdown field  

 via the ‘Lens’ Icon (if available) 

 Typing in the Location Code (if known) 

 Scanning in the Location barcode (if available) 
4. Enter any appropriate comment (if deemed 

necessary) 

APPENDIX A:  A Quick Guide on how to electronically track a set of notes 
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5. Click the ‘Track Items’ Button. 
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Requesting Files 
 
To Request Files: 
 
1. Search for files  
2. From the Search Results, select the files that need to 

be requested 

3. Click the Requests Icon. 

A popup window is displayed to enter the Request 
requirements  
 
 
 
 
 
 
 
 

 
 

4. Select the  

 Request Type,  

 Priority of Request,  

 Delivery Method,  

 Delivery Location.  
 

iFit may display differently to the screen shown due 
to your specific configuration.  
iFit may have been configured to send requests 
immediately or enter into a Pending status before 
sending. 

5. Should iFit display the ‘Send Immediate’ tick box, 
then tick if the request for files is to be sent 
automatically or untick (empty) if the request for files 
is to be sent at a later stage. 
Should iFit not display the ‘Send Immediate’ option, 
then this means that request for files will 
automatically be processed upon completion of Step 
6 below.  

6. Click the ‘Add Request’ Button 
 

Sending File Requests 
 
When a request for files is created, 
and ‘Send Immediate’ is not ticked, 
the requests are still in a state of 
transition.  
 
To actually submit the requests, click the ‘My 
Requests’ button at the top of the screen. 

To process any requests in such a ‘transition state’: 
 
1. Navigate to the ‘Pending’ tab after clicking the ‘My 

Requests’ icon. 
 

2. Select the required 
Requests by ticking 
next to each of the 
requests 

 
 
3. Click the ‘Send Selected’ 

button 
 
Once processed, iFit will display 
a notification that the requests 
have been sent successfully. 
 
 
 
The selected requests can now be found in the ‘Sent’ 
tab. 
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APPENDIX B:  Scanning of Documents 

 
All paper documents need to be examined prior to the scanning process, to ensure 
that as high a quality image as possible is obtained. 
 

1. Remove all staples, clips or other document bindings ensuring that there is no 
damage to the original that may affect the capture of information from the document 

 
2. Remove any poly pockets/plastic wallets 

 
3. Ensure that all physical attachments eg post it notes, medical results attached to 

mount sheets, are removed and photocopied separately before scanning  
 

4. Anything stuck onto a page such as labels must be firmly attached, especially at the 
edges. They should not be obscuring anything underneath 

 
5. Where the paper is very old and thin and unlikely to pass through the scanner this 

should be photocopied initially and then scanned. 
 

6. If the quality of the print is poor this should be photocopied with a higher resolution 
using the photocopier.   

 
7. Where originals are photocopied please check the quality of the photocopy 

 
8. Ensure that all the information contained on the original is retained on the photocopy 

 
9. Anything that has been successfully photocopied ensure that nothing is duplicated in 

the scanning process. 
 

10. Handwriting (or hand drawing) using pencils can be faint, and difficult to reproduce.  
Care should be taken when scanning to ensure that image brightness and contrast 
are appropriate for these images. 

 
11. Check the physical state of the paper.  The top edges of each sheet have to be 

‘grabbed’ by the scanning rollers, so they should be straightened out if folded if using 
a scanner with rollers  

 
12. Ensure all pages of a multi- page document are kept together and in the appropriate 

order before, during and after scanning 
 

13. Ensure every page and the entire page is scanned 
 

14. Check that all the information in the document pertains to the same patient (NHS 
number, name and date of birth).  If misfiled information is found it must be removed 
and relocated in the appropriate record. 
 
 

15. Mark/stamp the scanned document “Scanned” once the above steps have been 
completed and the quality of the scanned document has been checked, if the 
scanned document is being kept for a period of time. 

 

16. The scanned documents will be saved against the correct patient record. 



Healthcare Records Policy                                                                                                                                                                                                                      
  Northern Devon Healthcare NHS Trust 

 

 

23 
 

 
17. Scanned documents should not be printed unless absolutely necessary.  

 
18. If scanned documents are to be printed, all hard copies should be checked against 

the current electronic version prior to use. 
 

19. Records can be printed if required to satisfy a subject access request under Section 
7 Data protection or a Freedom of Information request. 
 
Documents to be scanned 
 

 Referral letters 

 Clinical information 

 Test results 
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Alert Category Associated Alert Icon 
Associated 

Added/Amended by 
Team 

Restricted by 
Access Profile 

Viewed 
by 

Notes  

Adult at Risk Adult at Risk Y Health and Safety 
Manager 

Y All  

 At risk of domestic violence Y Health and Safety 
Manager 

Y All  

Breastfeeding Breastfeeding Y All N All   

Clinical Cancer Patient N All N All   
  Diabetic Patient N All N All   
  Difficult intubation/airway 

management 
N All N All   

  Life threatening intra-operative 
event in past 

N All N All   

  Muscular Dystrophy N All N All   
  Myotonic Dystrophy N All N All   
  Porphyria N All N All   
  Ready Steady Go - transition to 

Adult Healthcare 
N All N All   

  Suxamethonium (Scoline) 
apnoea 

N All N All   

  Trial Patient contact 3867 N All N All There is a current process in place 

Enhanced 
Observation 

Enhanced Observation Y All N All   

General Lasting Power of Attorney Y Healthcare Records 
Manager 

N All There is a current process in place 

  No blood products N All N All   

  Patient known to Community 
Health and Social Care Team 

N All N All There is a current process in place 

Appendix C: Patient Alerts 
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  Patient on frailty pathway N All N All There is a current process in place 

High Risk Anaesthetic high risk N All N All   

  Patient Receiving chemotherapy 
Bleep 500 

N All N All   

  Clozapine - Urgent Contact 
Psychiatry 

N All N All   

Infection Control Carbapenum Resistant 
Organism 

Y Infection Control Y All   

  Clostridium Difficile Y Infection Control Y All   

  Extended Spectrum Beta-
Lactamase 

Y Infection Control Y All   

  Infectious diarrhoea Y Infection Control Y All   

  Infectious Other Y Infection Control Y All   

  Infectious respiratory illness Y Infection Control Y All   

  Influenza A Y Infection Control Y All   

  Influenza B Y Infection Control Y All   

  MRSA Y Infection Control Y All   

  Norovirus Y Infection Control Y All   

  Patient at risk of CJD Y Infection Control Y All   

  Respiratory Syncytial Virus Y Infection Control Y All   

  Rotavirus Y Infection Control Y All   

  Tuberculosis Y Infection Control Y All   

  VRE Positive Y Infection Control Y All   

Learning Disability Learning Disability N Learning Disability Y All   

Living Will Living Will Y Healthcare Records 
Manager 

N All There is a current process in place 

Major Trauma Major Trauma Y All N All   
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Mental Health Under Mental Health Act N All N All   

Podiatry Patient Various alerts Y Podiatry Y All These will only be used by the 
Podiatry team 

Safeguarding 
Children 

Current Child Protection Plan Y Children’s Safeguarding Y All There is a current process in place 

  Looked after child Y Children’s Safeguarding Y All There is a current process in place 

  Previous child Protection Plan Y Children’s Safeguarding Y All There is a current process in place 

  Previous Looked after child Y Children’s Safeguarding Y All There is a current process in place 

Security Risk Staff Safety  Y Safety Officer Y All Process agreed 

Special Admin 
Needs 

Hard of hearing Y All N All   

  Learning Disability (Special 
Admin Needs) 

Y All N All This alert is added when there is a 
an LDIS alert already in place and 
only if there is special needs 
required for OP appointments 

  Patient opted out of 
correspondence 

Y All N All   

  Registered blind correspond by 
tape 

Y All N All   

  Registered  blind  Y All N All   

Specialist Bed Duo 2 Bed Y All N All   

  Hi Low Bed Y All N All   

  Plus size with air mattress Y All N All   

  Plus size with static mattress Y All N All   

Spinal Cord Injury Spinal cord injury Y All N All   

Suspected 
Infection Control 

Diarrhoea Y Infection Control Y All   

  Flu-like Illness Y Infection Control Y All   

  Vomiting Y Infection Control Y All   

Transitional Care Transitional Care Baby Y All N All   
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Baby 
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Appendix D:  Healthcare Records Notes Request Form 
(for Audits) 

 

Priority: 

URGENT (Requests relating to immediate patient safety issues) – 24 hours 

       MEDIUM (Requests relating to benchmarking, Clinical Audit etc.) – 1 week 

          LOW (Other ad hoc enquires not covered above) – 2 weeks 

  

If you need the files by a specific date please state when/why etc:  
(eg information is required for a meeting or a report).  Please do not state ASAP as this request will be returned for 

more clarification: 

  

  
 
  

  

Details of Request: 

Please specify any other information that you think will help us to complete your request 
as soon as possible: 
  

  

  

  
 
 
 
  

  

Requested by: 

  

Department: 

  

Date: 

  

  

 

 


