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ND ref. FOI/17/298 

 

Freedom of Information 

 
Thank you for your 22/10/17 request for the following information: 

 
I am writing to make an open government request for all the information to which I am entitled 
under the Freedom of Information Act 2000. Please send me responses to the questions in table 
below.  
Answer: Please see table below: 
 

1. Does the trust have an electronic patient record? We have an acute and 
community application that will 
form the electronic health record 
in the future but not at present. 

2. How many clinical applications does your organisation use? Approximately 500 clinical 
applications, but due to new 
applications being 
procured, developed or added to 
existing systems this is kept 
under permanent review. 

3. How many applications are fully digital i.e. no paper output 
to the physical health record? 

One. 

4. How many applications produce an output that is stored in 
the physical health record? 

Difficult to estimate as we do not 
have a definitive list as yet. We 
are working on implementing an 
Information Asset Register. 

5. How does the Trust manage compliance against data 
retention legislation for physical health records? 

Healthcare Records Policy,  
Weeding and destruction of 
manual notes when appropriate. 

6. How does the trust manage compliance against data 
retention legislation for digital health records? 

Use of internal reports/local 
policies. 

7. Do your clinical application systems facilitate automated 
monitoring and measurement of data retention compliance? 

Some do, others do not. 

8. Does the trust have a data migration strategy? Only for specific projects e.g. 
new PAS replacement. 

9. Does the trust have a legacy application management 
policy? 

Yes – it is on an application by 
application basis e.g. old PAS. 

10. Does the trust engage with patients around the 
management of their health record data? If so, how? 

We have not undertaken any 
recent local engagement activity 
around health care records. If 
any was required our 
Engagement and Involvement 
Strategy sets out the way the 
Trust engages people in service 
delivery. 

11. Does the trust currently provide or have plans to introduce any of the following? Please 
complete table below. 

 In use Planned for (please 
provide date) 

Not planned 

Patient portal Not in use 2018  

http://www.northdevonhealth.nhs.uk/2014/08/engagement-and-involvement-strategy/
http://www.northdevonhealth.nhs.uk/2014/08/engagement-and-involvement-strategy/
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Patient correspondence via 
email, e.g. appointment and 
clinic letters 

 
In use 

  

Video consultations, e.g. 
Skype, Facetime 

 
Some use 

  

Online appointment 
management 

  X 

12. Is the trust working with other partner 
organisations regionally to provide patient access 
to their digital health record online? 

Not currently but discussions are starting to 
take place. 

13. Does the trust have a strategy to ensure that it 
meets the target to deliver a paperless NHS by 
2020? 

Yes – Electronic Health Systems (TrakCare & 
RiO) have been implemented in both the acute 
and community sector. Both applications can 
scale up to be a comprehensive electronic 
patient record. 

14. Does the Trust have patient engagement 
groups? 

Yes. 
 

15. Has the trust conducted a data growth 
assessment for the next 5 years?  If so, by what 
percentage does the trust anticipate its storage 
requirements will increase? 

Capacity management is a constant 
requirement and future growth is measured 
against baseline and proposed new services 
to be captured in future funding plans. 

16. Does the Trust currently utilise cloud services to 
store patient data? 

No. 

17. Did the trust consult patient groups before 
employing cloud services? 

Not directly but all Information Governance 
guidance is adhered to. 

18. If not currently in place, does the trust plan to 
utilise cloud services to store patient 
data?(Please provide timescales for 
implementation.) 

Depends on future services and will be 
reviewed on case by case basis. 

19. If not currently in place, will the trust consult 
patient groups before employing cloud services? 

This will be reviewed in the light of the General 
Data Protection Regulations coming into force 
in May 2018. 

20. How many trust owned devices were impacted 
by the Wannacry cyber-attack? Please include 
medical devices. 

Please see note below. 

 
 
Note: This information is commercially sensitive and its release would, or would be likely to 
prejudice the commercial interests of the Trust. In accordance with section 43(2) of the Freedom of 
Information Act 2000, I am writing to advise you that the Trust holds the information you have 
requested. However, the Trust is refusing your request for this information.  
In applying the exemption under section 43(2) we have had to balance the public interest in 
withholding the information against the public interest in disclosure. The public interest test favours 
withholding the information for the following reason(s): 
 
Public interest test factors for disclosure 
The disclosure of information with regard to cyber attacks would be of interest to those seeking to 
understand this area more fully and be assured. 
 
Public interest test factors against disclosure 
Information has been withheld from disclosure as it could be used to understand more about the 
means of threatening the Trust. The release of this information could be of commercial prejudice to 
NDHT. 
The disclosure of information with regard to cyber attacks would be of interest to those with a more 
malicious intent. 
 
The disclosure of the commercially sensitive information has the potential to prejudice NDHT’s 
commercial interests by damaging its ability to function. 
 


