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ND ref. FOI/17/266 

Freedom of Information 

 
Thank you for your 22/09/17 request for the following information, clarified on 01/10/17: 
 
 
I am carrying out some research relating to the level of security currently used by NHS Trusts 
on mobile device estates. Mobile devices include mobile and tablet devices but laptop 
devices are out of scope. 
 
1. Are your mobile devices enabled for corporate email? 

In most cases this will mean access to @nhs.net email, but it could be access to other forms of organisational 
email too. 

If you answered No to Question 1, please move straight to Question 3 
Answer: Depending on the specific requirement of the device, many devices are enabled 
to access our corporate email.   
 

2. Is corporate email delivered to your devices purely using Microsoft Exchange ActiveSync 
(with no other Mobile Device Management solution used)? Microsoft Exchange ActiveSync can 

be used to give you some very basic control over the mobile devices used to access corporate emails, so it may 
be that you don't use additional MDM (Mobile Device Management) software as well. 

If you answered Yes to Question 2, please move straight to Question 6 
Answer: No. 

 
3. Which Mobile Device Management solution(s) do you use? 

Examples of commonly used MDM solutions are: 
- Airwatch 
- Maas360 
- MobileIron 
- SOTI 
- InTune 
 
If more than one solution in use, please list the solution you use the most first. 

Answer: Airwatch and Vodafone secure device manager. 
 

4. How many MDM licences do you currently have? 
Ideal to specify whether the licences are device licences or user licences. 
The difference is that a user licence allows a single user to use multiple devices within that licence (e.g. up to 3 
devices per user), whereas a device licence is just for a single device. 

Answer: Airwatch = 1000 devices, secure device manager is per device subscription, no 
licenses held.  

 
5. When are your Mobile Device Management licences valid until? 

Answer: Airwatch licenses are perpetual, support until March 2018. Secure device 
manager is until February 2018.  

 
6. If a user accidentally breaks their mobile device, how many days does it currently take to 

get a fully working replacement device to them? 
Please state whether working days (Monday to Friday, excluding Public Bank Holidays) or calendar days 
(Monday to Sunday) 

Answer: Time to return device does depend on device type, but typically around 48 hours 
(2-3 days) from receipt of broken device. 
 

7. Do you manage your MDM solution in-house or use a third party managed service? 
By manage, I mean who has responsibility for applying changes to the solution. By third party I mean a company 
external to your organisation 

Answer: Both. 
 

8. If third party managed, which organisation manages your Mobile Device Management 
solution for you? 
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Answer: Airwatch for Airwatch and Vodafone for Vodafone secure device manager. 
 
9. Do you use any form of Endpoint Threat Prevention on your mobile devices to flag 

potential cyber risks proactively? 
Answer: This information is commercially sensitive and its release would, or would be likely to 
prejudice the commercial interests of the Trust. In accordance with section 43(2) of the 
Freedom of Information Act 2000, I am writing to advise you that the Trust holds the 
information you have requested. However, the Trust is refusing your request for this 
information.  
In applying the exemption under section 43(2) we have had to balance the public interest 
in withholding the information against the public interest in disclosure. The public interest 
test favours withholding the information for the following reason(s): 

 
Public interest test factors for disclosure 
The disclosure of information with regard to cyber attacks would be of interest to those seeking 
to understand this area more fully and be assured. 

 
Public interest test factors against disclosure 
Information has been withheld from disclosure as it could be used to understand more about 
the means of threatening the Trust. The release of this information could be of commercial 
prejudice to NDHT. 
The disclosure of information with regard to cyber attacks would be of interest to those with a 
more malicious intent. 

 
The disclosure of the commercially sensitive information has the potential to prejudice NDHT’s 
commercial interests by damaging its ability to function. 
 
If you answered No to Question 9, please move straight to Question 14 

 
10. Which Endpoint Threat Prevention solution(s) do you use? 

Answer: N/A  
 

11. If you use Endpoint Threat Prevention solution(s), which of these security risks are 
detected: 
Distributed Denial of Service 
Suspicious Domain 
Digital Identity Monitoring 
Information Leaks 
Credential Theft 
Phishing 
Malware 
Suspicious Mobile Apps 
Examples of commonly used Endpoint Threat Prevention solutions are: 
- IBM Mobile Threat Protection 
- Wandera 
- Checkpoint Sandblast 

Answer: N/A  
 
12. How many endpoint threat protection licences do you have? 

Ideal to specify whether the licences are device licences or user licences. The difference is that a user licence 
allows a single user to use multiple devices within that licence (e.g. up to 3 devices per user), whereas a device 
licence is just for a single device. 

Answer: N/A  
 
13. When are your Endpoint Threat Protection licences valid until? 

Answer: N/A  
 
14. Do you allow mobile devices to connect to your corporate network that are more than 2 

full releases behind the latest version of the operating system software? 
i.e. earlier than Apple iOS 8.x.x, or earlier than Android v6 (Marshmallow) 

Answer: Yes. 
 

15. Are you currently able to restrict access to certain websites across your entire mobile 
device estate? 
Many organisations restrict access to adult content such as gambling web sites on their desktop / laptop 
computer estates, but fewer organisations also restrict this content across their mobile estate. 
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Answer: No. 
 
16. If you need to wipe corporate data off a mobile device, what means do you use to wipe a 

device, either remotely or in hand? 
Answer: We can use NHSmail remote wipe, or our MDM solutions for HW reset.   
 

17. Is the data wipe auditable? 
Answer: Yes.   

 
 

18. Are you currently operating your mobile devices in compliance with the General Data 
Protection Regulation (GDPR), enforceable from May 2018? 
Answer: Yes. 
 

19. How do you currently dispose of a device which is no longer to be used? 
Answer: Through a specialist electronics recycling/disposal company. 
 

20. Is your device disposal fully auditable? 
e.g. is it WEEE compliant? 

Answer: Yes. 
 

 
 


