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1 Document Control 

1.1 Document Location 

The source of the document will be found on the department’s shared drive (M:) in the following 
area: M:\IT MGMT\IT Strategy\ 

1.2 Document History 

Date Author Summary of Changes Version No. 

23-Aug-11 A Blake 2010 Strategy updated for next 5 years D0.1 

23-Aug-11 A Blake Incorporate feedback from Section Managers D0.2 

31-Aug-11 A Blake Incorporate strategic issues as result of TCS D0.3 

06-Sep-11 A Blake Typographical changes D.04 

15-Sep-11 A Blake Insertion of Section 3 – Major issues D0.5 

10-Oct-11 A Blake Feedback from Director of Finance D0.6 

17-Oct-11 A Blake Revision of Executive Summary D0.7 

26-Jan-12 A Blake Revision of Executive Summary to include Firewalls D0.8 

03-Feb-12 A Blake Updates following review D0.9 

09-Feb-12 A Blake Update to Appendix A D0.10 

09-Feb-12 A Blake Update to Section 5 D0.11 

10-Feb-12 A Blake Update to apps for Section 5 D0.12 

10-Feb-12 A Blake Published for Exec Approval A1.0 

 

1.3 
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2 Executive Summary 

2.1 Introduction 

We are at a major crossroads in the delivery of our service. This has been brought about by the 
cancellation of some national contracts which has resulted in previously central-funded 
licensing and support costs becoming our responsibility and the need to integrate with the 
services provided to the former Devon Provider Services DPS sites. 

The focus of the service in the last twelve months has been to ensure continuity of service 
throughout the Transforming Community Services TCS process. This has largely been 
achieved, but our workforce is suffering from the lack of ability to traverse our historic 
boundaries. 

Our vision is to move to standardised service delivery that is responsive to the user across the 
whole service arena with the aim to make all the services available to its users wherever it is 
needed in a secure manner. The Service Level Agreement will reflect Service requirements; 
clinical and non clinical with regular reviews, monitoring and reporting against the Service users 
Key Performance Indicators (KPI’s). 

Appendix B of this document sets out the service strategies for the different sections of IT 
Services. This section highlights the elements of those strategies that need to be addressed 
with some urgency, and proposes a strategy that resolves these and delivers a resilient robust 
IT service. 

2.2 Strategy Development 

This strategy has been developed with engagement from the following parties: 

 Alison Diamond, Medical Director 

 Nick Markham, Consultant Surgeon 

 Paul Howarth, Consultant A&E 

 Amelia Tucker-Jones, Non Executive Director 

 Jane Reynolds, Non Executive Director 

 Chris Snow, Non Executive Director 

2.3 Highlighted Issues 

2.3.1 Location of Data-centres 

The Trust’s server farms are located in three service areas: 

 NDDH hosted services – resilient server installations of two data centres at NDDH. 

 RD&E hosted services – in addition to the RD&E’s own clinical systems (ie PAS) 
which are in use within our Trust, there are also file & print servers and some 
application servers which now only service NDHT. 

 Former NHS Devon hosted services – servicing some applications to NDHT 
workforce. 

To deliver a standardised service we need to look at the options for delivering all our services 
from efficient, cost effective, resilient data-centres.   
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With the demise of the national programmes the national direction of travel appears to be back 
to locally hosted services, which allows the Trust to retain control of its investment levels. It also 
avoids the major migration work at the end of a hosting contract as was seen with the Cerner 
sites at the end of the Fujitsu contract, the migration of PACs/RIS from Fujitsu to CSC and also 
being seen with the re-procurement of the RIS/PACS service. 

As a result of the increased size of the organisation, consideration needs to be given as to 
whether the provision of services solely from the NDDH site provides the requisite resilience for 
our other operational sites or whether there is a need for geographic separation. The risks 
associated with this will be brought forward in a separate paper for consideration, but the 
resultant solution will be largely dependent of the capabilities of network providers to provision 
the bandwidth required. We are already in discussion with the NHS’s network service provider 
(BTN3SP) to identify the capabilities of N3 which will be fundamental in the design. 

We will also consider the centralisation of the provision of those applications which are 
duplicated across the Trust. For example, Sexual Health Services system (Lilie) and e-rostering 
application (Allocate) are currently working from two instances of the same application. These 
instances are served slightly differently and have the potential to be at different release 
versions. 

In addition file sharing across the three areas is particularly difficult to achieve, as previously 
stated. 

2.3.2 Firewalls 

All network links between sites are controlled by firewalls. Currently the Trust has two different 
firewall systems deployed which causes increased complexity in establishing secure links 
across the whole network. To avoid this work will commence to migrate to a single standard 
platform. 

2.3.3 Desktop Operating System and Directory Services 

There are significant areas of incompatibility across the organisation due to the diverse 
technology platforms that have been implemented by the service providers.  

For example, most of the East Devon user population are authenticated to the RD&E’s 
Microsoft Active Directory (AD) Domain, whereas in the north we use Novell. Access to 
fileshares are managed by these two technologies, therefore users requiring access in both 
patches require account credentials in each service. This also leads to issues with identifying 
which of the two services should host the shared file structure.  

This is further compounded with trying to provide roaming access, in particular for managers 
who require the ability to work across the whole Trust. 

To rectify this we need to standardise on a single authentication service using Active Directory 
as the directory service and a single domain across the Trust with ability to federate with RDE 
and other Active Directory Domains to ease multiple user logins.  

To avoid abortive interim work, fundamental to this is the new name of the Trust as it will drive 
the naming convention that will be used (ie devoncare.nhs.uk). 

All Trust devices and services including those in the north will then be migrated to the new 
domain and at the same time we will look at upgrading to the latest versions of the Windows 
operating system and Microsoft Office that supports or services utilised. 

Until 2010 the Novell contract was funded centrally under the national agreements. This 
agreement was not renewed and as a consequence the Trust is now bearing the cost of this 
contract, Moving to the Microsoft AD service will reduce this cost pressure. 
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2.3.4 Remote Access 

It is recognised that there is an increasing need to provide access to the Trust services from a 
multiplicity of venues. The Trust has deployed secure remote access to a limited audience 
which has been met with a varying amount of acceptability. To date the access required has 
been limited, but with the changing nature of the Trust, we need to look at being able to provide 
a fuller range of services. 

As a result of TCS we have also acquired a number of alternative technologies in this area 
which need to be reviewed to ascertain the best solution for the Trust to deploy going forward. 

2.3.5 E-mail systems 

The Trust is currently using its own Groupwise system as the main email system within the 
former organisation and NHSMail within the other areas. It is currently our intention to migrate 
the whole Trust to the use of NHSMail. However, although the day-to-day use of NHSMail is 
relatively easy to achieve there are major issues to resolve in respect of migration of existing 
email, the archiving of NHSMail (once in use) and the provision of some of the collaboration 
tools which may be lost as part of the migration. 

In addition there are currently suggestions that NHSMail may not remain a free service. If 
charges are imposed we will need to consider whether the service still represents value for 
money. 

2.3.6 Mixed economy desktop support services 

Generally technical desktop support services are provided by the geographic local IT Service 
and in areas outside North Devon, these are covered by Service Level Agreements. However 
as the Trust starts to move forward with enterprise-wide systems, supporting these systems 
across multiple providers will become difficult.  

The 3rd parties need to be consulted and work commissioned to ensure that the systems will 
work as expected, the 3rd party engineers need to be made aware of the intricacies of 
supporting the applications, and there is the potential of clashes of priority between the 
requirements of this Trust and the service provider’s parent organisation. 

It is proposed that we consider whether the continuation of these 3rd party services provides the 
requisite levels of service and value for money for the Trust or if there is benefit from managing 
service directly. 

2.3.7 Additional requirements 

There is a capacity issue to cope with the expectations of some departments. This is particularly 
evidenced when projects get to a stage that require technical input and have left it too late to 
achieve their anticipated roll-out dates.  

There is a need for early engagement with any project that has an IT element. This will ensure 
that: 

 all the technical requirements have been considered and included; 

 all Information Governance requirements have been considered and included; 

 the roll-out dates can be accommodated within the overall IM&T programme. 

2.3.8 Shared-use sites 

There is a significant amount of co-location of organisations within the sites that have been 
transferred under TCS, and a large number of sites where the Trust is a tenant of another 
agency. 
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In either of these situations, there is a requirement to establish protocols in the control over the 
infrastructure. This is particularly difficult where support is being provided by more than one 
service this will require close monitoring and regular reviews. 

There is also a lack of clarity that needs to be resolved as to whether the services provided 
locally are being provided “free” in a knock-for-knock arrangement, whether they should be 
subject to charging within the IT SLA arrangements, or whether they are being charged for 
under the “tenancy” arrangements, if they exist. 

2.4 Workforce Resource 

All the above issues can be resolved, but require a considerable amount of time to design, plan 
and implement the solutions. This is in addition to moving forward with the Trusts Informatics 
agenda, and in some cases need to be resolved before progress can be made. 

To that end it is proposed that an IT Strategy and Service Development Manager is appointed 
(Band TBA). The role will be responsible for: 

 working with the Head of IT Services to develop solutions to the above issues 

 working with the Informatics Department’s Commissioning Project Manager to identify 
the technical solutions of all new developments 

 working with the Corporate Project Manager to plan the required resources for 
deployment of equipment etc. 

 Working with IT Section Managers to develop and manage the technical delivery 
programme, drawing together the technical resources required to deliver the solutions, 
from both within and external resources (see below). 

 Liaison to the Clinical Lead groups to identify potential issues, requirements and 
translate implementation of IT to match service requirements. 

This post would be in addition to the current structure and funded from capital, then to revenue 
for ongoing employment. 

2.5 Use of Contracted Services 

The Trust has indicated that it has a preference to use contract resources to facilitate the 
progress of the IT agenda, in order that this does not interfere with the provision of the day-to-
day support.  

Therefore once a solution has been identified we will consider the resourcing of the tasks 
involved and identify the most appropriate organisation to facilitate its implementation. 
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3 Introduction 
The Trust is continuously increasing its reliance on its information systems and service 
provisioning, and therefore this Information Technology Strategy is aimed at ensuring the 
availability and security of these services providing a more robust, flexible and updated 
technical infrastructure with increased capacity and resilience. 

The guiding principles to provide a customer focussed service are: 

 Reliability 

 Availability 

 Supportability 

 Manageability 

 Growth & Sustainability 

 Efficiency Proving ROI, Cost effective and business critical priorities. 

In simple terms, the Trust requires services that provide high levels of tolerance, which can be 
deployed to point of care, fixed rapidly and are available to all users across the Trust’s wide 
geographic area. There is also a developing requirement to be able to access them by users 
whilst not on Trust premises and connected to business resources. 

With the acquisition of the provider services from NHS Devon, the department is now 
responsible for the service provided to its staff over a much wider geographic area. The majority 
of these services are provided under Service Level Agreements with our colleagues at the other 
acute providers, however some services are provided directly by our team at Newcourt House. 

The IT Services department also provides services to NHS Devon and part of Devon 
Partnership Trust. Although these organisations have their own strategies, it is important that 
they are considered when addressing services that we provide. However this strategy is aimed 
primarily at servicing the requirements of Northern Devon Healthcare Trust. 

Currently we are directly supporting 2,300 PCs and laptops and 500 printers installed 
throughout the North Devon area of the Trust. The majority of our workforce have reasonable 
access to a PC linked to the Trust network in order to access corporate systems and services. 
In addition there are a significant number of devices throughout the remainder of the Trust. The 
numbers of these is still being established. 

4 Vision 
The vision is to provide a robust technical infrastructure, based on: 

 every member of staff having ready access to a networked PC or device at (or very 
close to) their work place  

 IT services being responsive to Service and workforce specific needs 

 Workforce being able to securely access systems remotely from other sites (both 
Trust and elsewhere) using approved IT devices.  

 every Trust site being securely connected to the corporate network by a resilient data 
link with sufficient capacity for business purposes and with a back-up circuit in case of 
failure  
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 the Trust corporate network being connected to the national NHS infrastructure 
network by a resilient data link with sufficient capacity for business purposes  

 sharing voice and data networks where it is technically and financially viable  

 robust information governance arrangements being in place to ensure that all types of 
information held are kept secure and confidential, and are accurate, timely, available 
wherever and whenever they are needed, with appropriate disaster recovery and 
business continuity arrangements  

 data held being protected from accidental or deliberate loss or corruption  

 critical information systems and infrastructure being available and supported 24 x 7  

 service users having competence and confidence to use both information and 
systems in their day to day role  

 making use of national systems and services where they are cost-effective and fit for 
purpose 

 systems being technically linked and able to exchange data and messages, through 
both electronic messaging and shared data input.  

Currently the Trust technical infrastructure is considered robust although there are a number of 
known weaknesses, which mainly result from a lack of resilience due to physical space, 
platforms and investment. Where possible this is being addressed as systems and equipment is 
replaced.  

In addition, within the strategy there is a need to consider a number of issues resulting from the 
impact that Transforming Community Services (TCS) is having on the IT Service. These will be 
referenced within the following sections, However the exact requirements are still to be 
identified. It is our intention to use the same strategic approaches. 

Throughout the lifecycle of this strategy, it is anticipated that there will be a number of 
application developments that will require additional resources. These include the Community 
Information Data Set (CIDS), the replacement PACS/RIS applications, and Electronic Patient 
Record, (EPR) systems. It is too early to identify what these will require, however, we anticipate 
that the base infrastructure and developments included within the strategy will be supportive. 

This document has been developed to define the high-level service strategies in each area of IT 
Services which take advantage of newer technologies and maximise benefits and ability to 
deliver the organisational services identified.  

5 Recent Developments 
A number of local developments have been delivered within the former strategy’s 2009/11 
window: 

 introduction of Second Computer Suite 

 Redesign and implementation of new network core 

 Fibre optic infrastructure redesign and implementation of phase 1 

 Fully integrated split site VMWare / HP Blade environment providing high availability 
server services. 

 Full split site Fabric SAN environment 

 Complete mobile device encryption in-line with IG and CfH mandates 
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 Provision of server platforms and client services for the following applications: 

o PAS upgrade 

o SWiftplus whiteboard. 

o Patient Management System. 

o Theatre and sterile service system (Trisoft)  

o Upgraded Finance and procurement system. 

o Rio (on behalf of DPT) 

o Electronic Discharge Summary System. 

o Chemocare and Chemotherapy prescribing 

o Lilie Sexual health system upgrade 

o eRostering service 

o Medicode clinical coding 

o Medisoft Opthalmology 

o INRstar 

o eMAT (ebme system) 

o ESR integration  

o Pathology Pathstor system.. 

o Introduction of eLearning 

6 Service Strategies & Costs 
Appendix B sets out the detailed technical service strategies, and Appendix A sets out the costs 
which are summarised in the following table for 2012/3: 

 

 Costs £000’s 

Annual Refresh Plans  874 

0-3month developments  165 

0-6 month developments  190 

0-9 month developments  20 

0-12 month developments  40 

Total  1,289 
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7 Accommodation 
IT Services currently occupy the following accommodation: 

 Office accommodation in Munro House and Newcourt House 

 Main Computer Suites (Suite 0 & Suite 1) within the main hospital 

 Computer Suites at Newcourt House and County Hall 

 Store within the facilities workshop area 

 24 other wiring closets throughout the NDDH site 

 Wiring closets within each of the Trust’s other sites 

As a result of the increased size of the organisation, consideration needs to be given as to 
whether the provision of services solely from the NDDH site provides the requisite resilience for 
our other operational sites. Ideally, the Trust’s main computer suites would be geographically 
separated, have independent network links, services etc. To that end, work will commence to 
ascertain the options to achieve this. 

Alongside this work will also be undertaken to consider relocating technical services provided 
from the Exeter offices. It should therefore be expected that there will be additional office 
accommodation requirements at our operational base. 

8 Business Continuity and Disaster Recovery 
Although the strategies indicated above aim to reduce the possibility of the loss of IT services to 
a minimum, it is the responsibility of the operational departments throughout the Trust to 
develop Business Continuity Plans (BCPs) and Disaster Recovery Plans (DRPs) to identify how 
they would cope and recover from such a loss.  

Alongside these BCP plans the IT Service will revisit and further develop its plans that identify 
the actions that will be taken in the event of a service loss to re-provision the service as quickly 
as possible. 

Currently most critical elements of the IM&T infrastructure, (e.g. application servers) are 
protected from data loss via back-up arrangements, emergency power arrangements (such as 
generators or UPS), regular maintenance etc.  

9 Services provided to other organisations 
As stated in the introduction as well as our Trust we currently provide services to NHS Devon 
and part of Devon Partnership Trust. These services are provided under SLAs and charged on 
a marginal cost basis for the services provided. 

There are already changes planed within the NHS which will see changes within NHS Devon 
and it is too early to say how these will affect the services we provide to them or their successor 
organisations. 

However, Devon Partnership Trust has recently served notice on our SLA with them. The 
impact of this is will be identified, however currently their exact plans have not been formalised. 

10 Conclusion 
This strategy document sets out the IT vision and challenges the Trust will face over the next 5 
years. Maintenance and support of existing systems, enabling the Trust to continue delivering 
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its core services, remains high priority. In addition, it should be able to accommodate an 
ambitious development programme to meet NHS national priorities and to adequately support 
Trust needs in the changing NHS environment. 

Current systems are accessible, enjoy high availability, and represent value for money. To 
assure continuing provision and incremental improvement of services the Trust needs to 
maintain its level of investment and adequately fund any service developments. 

Future system requirements, and in particular the transition to a new electronic patient record 
system offers significant potential benefits in terms of integrated care for service users. To 
support applications, which will become increasingly business critical, and to comply with the 
NHS code of connection, our IT infrastructure and systems will have to become ever more 
resilient and available. Individual implementation projects will be the subject of their own 
business cases to ensure the correct investments are made. 

11 Appendix A – Prioritised Schemes – Removed as 
commercially sensitive 
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13 Appendix C- Equality Impact Assessment Screening Form 
Equality Impact Assessment Screening Form 

Title IT Strategy 2012 - 2017 

Author Tony Blake 

Directorate Finance & Performance 

Team/ Dept. IT Services 

Document Class 

Strategy 

Document Status 

Review 

Issue Date 

9th February 2012 

Review Date 

Feb 2013 (TBC) 

1 What are the aims of the document? 

To set out the strategy for the delivery of IT Services over the next 5 years 

2 What are the objectives of the document? 

To ensure that future IT developments are consistently implemented and comply with the 
guiding principles of reliability, availability, supportability, manageability and sustainability. 

3 How will the document be implemented? 

 The strategy will be implemented through the IT Business Plan  

4 How will the effectiveness of the document be monitored? 

Strategy will be subject to annual review to ensure it still complies with principles above. 

5 Who is the target audience of the document? 

 Trust Board 

6 Is consultation required with stakeholders, e.g. Trust committees and equality groups? 

Yes 

7 Which stakeholders have been consulted with? 

 IT Services Section Managers 
 Head of Informatics 
 Trust Executive Directors 
 Trust Non-Exec Directors 
 

8 Equality Impact Assessment 

Please complete the following table using a cross, i.e. X. Please refer to the document “A 
Practical Guide to Equality Impact Assessment”, Appendix 3, on Tarkanet for areas of 
possible impact.   

 Where you think that the policy could have a positive impact on any of the equality 
group(s) like promoting equality and equal opportunities or improving relations within 
equality groups, cross the ‘Positive impact’ box. 

 Where you think that the policy could have a negative impact on any of the equality 
group(s) i.e. it could disadvantage them, cross the ‘Negative impact’ box. 

 Where you think that the policy has no impact on any of the equality group(s) listed below 
i.e. it has no effect currently on equality groups, cross the ‘No impact’ box. 

 

Equality 
Group 

Positive 
Impact 

Negative 
Impact 

No Impact Comments 

Age   X  

Version A1.0C:\Documents and Settings\RowlesJa\Desktop\board papers\Annex 5.3 Board 28.02.12 - Informatics and IM&T The Way Forward Part 4.do
Version Date 10-Feb-2012  Page 13 of 14  
 
 



IT Services Strategy 2012 – 2017  

Version A1.0C:\Documents and Settings\RowlesJa\Desktop\board papers\Annex 5.3 Board 28.02.12 - Informatics and IM&T The Way Forward Part 4.do
Version Date 10-Feb-2012  Page 14 of 14  
 
 

Disability   X  

Gender   X  

Race /  
Ethnic 
Origins 

  X  

Religion  
or Belief 

  X  

Sexual 
Orientation 

  X  

 If you have identified a negative discriminatory impact of this procedural document, ensure 
you detail the action taken to avoid/reduce this impact in the Comments column. If you have 
identified a high negative impact, you will need to do a Full Equality Impact Assessment, 
please refer to the document “A Practical Guide to Equality Impact Assessments”, Appendix 
3, on Tarkanet. 

For advice in respect of answering the above questions, please contact the Equality and 
Diversity Lead. 

9 If there is no evidence that the document promotes equality, equal opportunities or 
improved relations, could it be adapted so that it does? If so, how? 

No 

 
Completed by 
Name Tony Blake 
Designation Head of IT Services 
Trust Northern Devon Healthcare NHS Trust 
Date 9th February 2012 
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