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ND ref. FOI/17/161 

Freedom of Information 

 
Thank you for your 25/07/17 request for the following information: 
 
I am writing to you under the Freedom of Information Act 2000 to request the following 
information from Northern Devon Healthcare NHS Trust: answers to four sets of questions 
below regarding the use of information technology. The italicised information in the 'Answer' 
and 'Details' columns gives information about the ideal format for each of the answers. 
 
If it is not possible to provide the information requested due to the information exceeding the 
cost of compliance limits identified in Section 12, please provide advice and assistance, under 
your Section 16 obligations, as to how I can refine my request to be included in the scope of 
the Act. 
 

Ref Topic Question Answer Details 

1 Electronic 
patient 
records 

Do you use an electronic patient record system? If 
so, please provide the name of the system(s) 
used? 

Yes ISC Trakcare. 

Do you use any additional electronic patient 
record systems for particular specialities or 
particular tasks? If so, please detail all the 
additional systems and what they are used for? 

Yes CRIS, Medisoft, Rio, Trisoft. 

Do you use an electronic system for documents 
(such as clinic letters)? If so, please detail the 
system(s) used? 

Yes Winscribe. 

Do you use an electronic system for prescribing 
drugs? If so, please detail the system(s) used? 

Yes HPE Pharmacy. 

Do you use an electronic system for patient 
management or administration? If so, please 
detail the system(s) used? 

Yes ISC Trakcare. 

Do you use paper notes for any part of your 
clinical records? If so, please detail what aspect(s) 
of patient records are recorded on paper? 

Yes Record Management due to 
transition period to EPR. 

2 Diagnostic 
data 

Do you use an electronic system for requesting 
and reviewing results of diagnostic tests (such as 
blood tests)? If so, please detail the system(s) 
used? 

Yes Labcentre and OrderComm’s. 

Do you use an electronic system for viewing 
radiological and nuclear imaging? If so, please 
detail the system(s) used? 

Yes Insignia PACS. 

Do you use an electronic system for recording and 
monitoring vital signs (such as temperature, blood 
pressure)? If so, please detail the system(s) 
used? 

Yes Nervecentre (Pilot). 

3 Passwords Do you have a password protection policy for user 
accounts? If so, please detail what it consists of in 
terms of lower case, upper case and special 
characters? 

Yes Min 8 characters, upper case 
and lower case, special case. 
Varies with legacy external 
systems. 

Can users change their user account password? If 
so, please detail how often it must be changed? 

Yes 90 days. 

Do users require additional passwords to log into 
any of the IT systems listed above? If so, which 

Yes Varies where password 
database is specific to 
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systems require additional passwords? system. 

4 Security How many desktop or portable computers are 
currently managed by the trust? (An estimate is 
sufficient) 

In excess of 3500 

Are there desktop or portable computers running 
Microsoft Windows XP or Microsoft Windows 
Vista in the trust? If so, please detail how many of 
each? (An estimate is sufficient) 

Yes Single numbers. 

Are all desktop and portable computers protected 
by current and supported anti-virus with 
centralised reporting? If not, please detail how 
many are not? (An estimate is sufficient) 

Yes n/a 

Do you have a policy for selecting Microsoft 
security updates to be applied? If so, is the policy 
to apply all security updates or only a subset? 

Yes Selective on priority and risk 
rating. 

Have all Microsoft security updates described as 
"critical" in the past 2 years been applied within 1 
month? If not, please detail how many were not 
applied within this time? (An estimate is sufficient) 

Yes  

Have computers or servers managed by the trust 
been affected by malware in the last 2 years? If 
so, please detail the names of the malware 
involved (such as "Wannacry")? 

 Please see note below. 

 
Answer: Please see table above. 
 
Note: This information is commercially sensitive and its release would, or would be likely to 
prejudice the commercial interests of the Trust. In accordance with section 43(2) of the Freedom of 
Information Act 2000, I am writing to advise you that the Trust holds the information you have 
requested. However, the Trust is refusing your request for this information.  
In applying the exemption under section 43(2) we have had to balance the public interest in 
withholding the information against the public interest in disclosure. The public interest test favours 
withholding the information for the following reason(s): 
 
Public interest test factors for disclosure 
The disclosure of information with regard to cyber attacks would be of interest to those seeking to 
understand this area more fully and be assured. 
 
Public interest test factors against disclosure 
Information has been withheld from disclosure as it could be used to understand more about the 
means of threatening the Trust. The release of this information could be of commercial prejudice to 
NDHT. 
The disclosure of information with regard to cyber attacks would be of interest to those with a more 
malicious intent. 
 
The disclosure of the commercially sensitive information has the potential to prejudice NDHT’s 
commercial interests by damaging its ability to function. 
 
 
  
 


