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ND ref. FOI/17/139 

Freedom of Information 

 
Thank you for your 06/07/17 request for the following information: 
 
1) Was your trust affected by the WannaCry ransomware cyber attack on the NHS in May 

2017 (http://www.bbc.co.uk/news/health-39899646) ? 
Answer:  This information is commercially sensitive and its release would, or would be 
likely to prejudice the commercial interests of the Trust. In accordance with section 
43(2) of the Freedom of Information Act 2000, I am writing to advise you that the Trust 
holds the information you have requested. However, the Trust is refusing your request 
for this information.  
In applying the exemption under section 43(2) we have had to balance the public 
interest in withholding the information against the public interest in disclosure. The 
public interest test favours withholding the information for the following reason(s): 
 
Public interest test factors for disclosure 
The disclosure of information with regard to cyber attacks would be of interest to those 
seeking to understand this area more fully and be assured. 
 
Public interest test factors against disclosure 
Information has been withheld from disclosure as it could be used to understand more 
about the means of threatening the Trust. The release of this information could be of 
commercial prejudice to NDHT. 
The disclosure of information with regard to cyber attacks would be of interest to those 
with a more malicious intent. 
 
The disclosure of the commercially sensitive information has the potential to prejudice 
NDHT’s commercial interests by damaging its ability to function. 

 
2) If so, please list the hospitals or addresses of other sites within your trust affected. 

Answer: Please see response to Q1 above. 
 
3) How many outpatient appointments were cancelled or postponed because of the attack 

(if relevant)? Please state the number of cancellations and postponements per day, eg 
12 May 2017, 13 May 2017 etc, that were as a result of the attack. 
Answer: Please see response to Q1 above. 

 
4) How many operations were cancelled or postponed because of the attack (if relevant)? 

Please state the number of cancellations and postponements per day, eg 12 May 2017, 
13 May 2017 etc, that were as a result of the attack. 
Answer: Please see response to Q1 above. 

 
5) What was the total cost to your trust of the attack? Please break down the cost in terms 

of cancelled or postponed appointments, staff overtime, IT support or other expenses. 
Answer: Please see response to Q1. 

 
6) Did your trust pay any ransom? If so, how much was paid? 

Answer: Please see response to Q1. 
 
7) How many computers were affected? 

Answer: Please see response to Q1. 
 
8) How many computers do you have in total? 

Answer: Approximately 3,500. 
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9) Did your trust install a patch to protect systems from WannaCry, issued by NHS Digital 
on 17 March, 25 April, 27 April and 12 May? When was it installed? 
Answer: Yes. The Microsoft patch was released on 14th March 2017 and applied to our 
IT system. Our Trust was informed on the 12th May by NHS Digital’s Care Computer 
Emergency Response Team (CareCERT).  

 
 
  
 


