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ND ref. FOI/17/075 

Freedom of Information 

 
Thank you for your 22/05/17 request for the following information: 
 
I am writing to you under the Freedom of Information Act 2000 to request the following information 
for the period 1st January 2017 to 22nd May 2017: 
 
 
1. Details of any ransomware that has affected any of the IT systems used by the Northern 

Devon Healthcare NHS Trust. In each case this should include: 

 The name of the ransomware 

 The systems affected by the attack and what it is normally used for 

 The operating system being run 

 When and for how long systems were affected 

 How the systems were affected, i.e. whether files were decrypted, systems locked, or 
other (please specify) 

 What would happen if the ransom was not paid 

 How the ransomware gained access to the network, i.e. phishing email, USB stick, 
other (please specify) 

 The ransom requested  

 If the ransom was paid and the total ransom paid for the attack 

 The number of medical activities (e.g. operations, scans, prescriptions, etc) that had to 
be suspended or altered during the infection period 

Answer:  This information is commercially sensitive and its release would, or would be 
likely to prejudice the commercial interests of the Trust. In accordance with section 
43(2) of the Freedom of Information Act 2000, I am writing to advise you that the Trust 
holds the information you have requested. However, the Trust is refusing your request 
for this information.  
In applying the exemption under section 43(2) we have had to balance the public 
interest in withholding the information against the public interest in disclosure. The 
public interest test favours withholding the information for the following reason(s): 
 
Public interest test factors for disclosure 
The disclosure of information with regard to cyber attacks would be of interest to 
those seeking to understand this area more fully and be assured. 
 
Public interest test factors against disclosure 
Information has been withheld from disclosure as it could be used to understand more 
about the means of threatening the Trust. The release of this information could be of 
commercial prejudice to NDHT. The disclosure of information with regard to cyber 
attacks would be of interest to those with a more malicious intent and purpose. 
 
The disclosure of the commercially sensitive information has the potential to prejudice 
NDHT’s commercial interests by damaging its ability to function. 
 

 
2. Details of any other type of malware that has affected any of the IT systems used by the 

Northern Devon Healthcare NHS Trust. In each case this should include: 

 The name of the malware 

 The systems affected by the attack and what it is normally used for 

 The operating system being run 

 How the systems were affected, i.e. whether files were decrypted, systems locked, data 
stolen or other (please specify) 

 When and for how long systems were affected 
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 How the ransomware gained access to the network, i.e. phishing email, USB stick, 
other (please specify) 

 The number of medical activities (e.g. operations, scans, prescriptions, etc) that had to 
be suspended or altered during the infection period 

Answer: Please see response to question 1 above. 
 
3.    Any correspondence between senior members of staff about incidents logged as part of 1 and 

2.  
Answer: Please see response to question 1 above. 

 
4.  Any correspondence between the Northern Devon Healthcare NHS Trust and government 

departments logged as part of 1 and 2. 
Answer: Please see response to question 1 above. 

 

 
 


