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ND ref. FOI/17/071 

Freedom of Information 

 
Thank you for your 17/05/17 request for the following information: 
 
Please could you provide me with the number of data breaches recorded by your trusts for each of 
the past three years. Please give a breakdown for each year. 
Answer: Please see table below: 
 

Financial Year Data breaches 

2014-15 106 

2015-16 122 

2016-17 101 

 
Could you please provide a spreadsheet giving details of each incident. 
For example please provide information on the type of data breach (eg communications being sent 
to the wrong person, breaches of confidentiality, loss or theft of data and unauthorised access to 
data) and specific details of what happened. 
Answer: Please see table below: 
 

Breach type / Year 2014-15 2015-16 2016-17 

Corruption or inability to recover electronic data  - ≤5 *  - 

Disclosed in Error 69 77 63 

Information Governance - Other 24 25 8 

Lost or stolen paperwork ≤5 7 ≤5 

Non-secure Disposal of paperwork ≤5 ≤5 6 

Technical security failing (including hacking) ≤5 ≤5 ≤5 

Unauthorised Access/Disclosure  - 6 10 

Lost In Transit  - -  ≤5 

Non-secure Disposal of hardware ≤5  - ≤5 

Uploaded to website in error  -  - ≤5 

 
The Trust is likely to be in breach of the Data Protection Act 1998 should it release incident details 
potentially allowing identification of patients or staff. The Trust has a duty to maintain patient and 
staff confidentiality. 
 
The disclosure of incident details would potentially allow the identification of both patients and staff 
and would breach the first data protection principle and fail to meet any of the relevant conditions 
set out in Schedule 2 of the Data Protection Act 1998. The First Principle in the DPA requires that 
disclosure must be fair and lawful, and, in particular, personal data shall not be processed unless at 
least one of the conditions in Schedule 2 is satisfied. The patients and staff concerned would not 
have expected their names to be disclosed in the public domain and so disclosure would not be 
"fair” in the manner contemplated by the DPA. Furthermore, disclosure would not satisfy any of the 
conditions for data processing set out in Schedule 2 of the DPA.  
 
In particular, we do not consider that there is a legitimate interest in disclosure in this case. There is 
no public interest in making information about our patients or staff available in this way contrary to 
what would have been their legitimate expectation at the time the information was gathered.  
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In addition, identification of patients and staff is more likely if this information were put together with 
information already known to individuals in the public domain, commonly referred to as the ‘mosaic 
effect’.  
 
The Trust therefore applies an exemption under Section 40(2) - Personal Information of the 
Freedom of Information Act 2000 and section 10 of the Data Protection Act 1998.  
 
Additionally, to collate the specific information requested would require our staff manually reviewing 
individual records going back to April 2014.  To undertake this piece of work would take in 
excess of the appropriate limit set by the Freedom of Information Act 2000 (section 12 (1)) 
and defined in the Freedom of Information and Data Protection (Appropriate Limit and Fees) 
Regulations 2004.  The appropriate limit of £450 represents the estimated cost of one person 
spending two and a half days in determining whether the Trust holds the information, and 
locating, retrieving and extracting the information.  Consequently, the Trust is not obliged by 
the Freedom of Information Act 2000 to retrieve the above information.  I regret to inform you 
that we shall not process your second question further. 
 
*- In accordance with the Data Protection Act 1998 we are unable to provide figures where the 
value is less than or equal to five and could risk the identification of those patients and breach 
Caldicott principles.  
 
In these cases ≤5 is used to indicate that a figure between 1 and 5 is being suppressed. Also 
note that if only one cell required suppression, at least one other number has been suppressed to 
avoid calculation of suppressed values from the totals. 
 
This follows NHS Digital analysis guidance (2014) which states that small numbers within 
local authorities, wards, postcode districts, CCG’s, providers and Trusts may allow 
identification of patients and should not be published. 
 
 
 
 


