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ND ref. FOI/16/198 

Freedom of Information 

 
Thank you for your 10/08/16 request to review our response FOI-16-179: Specifically addressing 
replies to Q1, Q2, Q4, Q5, Q6, A11, Q12, Q13 and Q14. 
 
1. In terms of stock control and specifically relating to IT assets: how many Samsung 
tablets and iPad’s did the Trust procure during 2014,2015 and 2106. Please also break 
this figures down into the respective device types e.g. Samsung tablets, iPad’s or other? 
 
Original Answer: 400+. Majority of devices were Samsung. Unable to answer for 2016. 
 
Reply: the Trust’s answer here is vague and therefore does not adequately address the 
question. In terms of purchase orders, please provide a manufacturer specific 
breakdown and assign these figures relevant to the years given. 
 
Answer: Please see table below: 
 

Financial Year 2014/15 2015/16 2016/17 Total 

Samsung Galaxy 250 32 0 282 

Apple iPad 122 10 0 132 

Apple iPod 0 2 0 2 

Total 372 44 0 416 

 
2. In terms of stock control and specifically relating to IT assets: do the Trust record and 
asset tag all newly received consignments of stock before allocation and deployment? If 
applicable, please provide details of any instances where this scenario would not be 
warranted. 
 
Answer: Yes 
 
Reply: the Trust has only provided one answer here, and it is not clear which part of 
the question the Trust’s answer relates to. Please clarify and provide answers to both 
parts of the question, ensuring that the Trust’s response is clearly identifiable to the 
relevant parts of the question. 
 
Answer: Yes, the Trust records and asset tags all newly received consignments of stock 
before allocation and deploying. 
 
3. In terms of stock control and specifically relating to a Computer Management Database, 
please advise what features the Trust have incorporated into theirs, to ensure that it 
cannot be reverse engineered? Please also advise of any compliance approvals that it 
may have? 
 
Answer: All assets are logged via Trusts CMDB when receipted, configured and deployed. 
Given the risks relating to cyber security we are not willing to disclose any features or steps 
taken to provide protect/secure databases. In accordance with section 43(2) of the Freedom 
of Information Act 2000, I am writing to advise you that the Trust is refusing your request for 
this information.  
 
In applying the exemption under section 43(2) we have had to balance the public interest in 
withholding the information against the public interest in disclosure. The public interest test 
favours withholding the information for the following reason(s): 
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Public interest test factors for disclosure 
The disclosure of information related to this request would be of interest because public 
debate cannot take place without the availability of relevant information. 
 
Public interest test factors against disclosure 
Release of sensitive information would potentially disclose security details that could 
jeopardise the Trust’s and NHS’s IT systems and availability of health records. Disclosure 
would allow an insight into the Trust’s security model and associated behaviours. 
 
Decision 
There is a public interest in withholding this information from release under section 43 (2) of 
the FOIA, as its release would potentially have detrimental consequences for the Trust the 
NHS and its patients. 
 
Reply: the Trust’s answer has been accepted. 
 
4. In terms of stock control and specifically relating to Samsung tablets and iPad’s, please 
specify how many and the types have were issued during 2014, 2015 and 2016. Please 
also break these figures down into respective groups and device types e.g. midwifes, 
nurses, management and any others? 
 
Answer: The bought items have been allocated and recorded against staff name not staff 
type, therefore we do not hold this information. 
 
Reply: In terms CMDB and asset management: the Trust appears to be stating that 
there are no fields within CMDB for recording the staff type. If this is the case, the 
information required here should at least be available via the Trust’s policy on tablets, 
which requires staff to present and sign a business cases for each tablet computer 
issued. Therefore, I believe this information is held and should be presented. 
 
Answer: The majority of devices were purchased under a central NHS programme. Devices 
have been split by main function (specific applications) and / or general use for managers / 
administrators who require access to emails, management meeting documentation and for 
notes. Devices are not issued by Staff role specifically rather than function required. See 
figures from Q1. 
 
5. According to the Trust’s Mobile Device Policy and Procedures for Trust Owned Devices: 
the decision to provide a mobile device will be based on a documented business need 
and executive or management approval. Please provide the number of authorisations 
that the Trust approved during 2014, 2015 and 2016. Please also break these devices 
down into respective device types e.g. Samsung tablets, iPad’s or other? 
 
Answer: The need for devices normally relates to new ways of working supported by an 
overarching (approved) Business Case such as for the implementation of Electronic Health 
Records, collection of Nursing Observations, in these cases there would not be individual 
approval mechanisms. 
 
Reply: the Trust has not answered the question here, which is: how many documented 
business needs and executive or management approval were made during 2014,2015 
and 2016? In simple terms: this should result in a signed business case for every tablet 
computer issued during the timeframes mentioned. In event of an audit; the Trust 
should have access to these archived documents. 
 
Answer: Apart form 2014/15 where the majority of devices where purchased through a 
central NHS technology Fund and then allocated to identified staff / staff groups, all other 
devices (2015/16) have been procured from requests or via requirements specific to agreed 
Projects and therefore result from Needs Analysis.  
 
6. In relation to the previous question: Please provide the number of mobile devices that 
were reported lost, stolen or damaged requiring replacement with the Trust during 
2014, 2015 and 2016. In the case of lost and stolen, please also identify how many 
were reported to the Police for further investigation. Please also break this figure down 
into respective device types e.g. Samsung tablets, iPad’s or other? 
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Answer: Each report will be logged separately on the helpdesk system which is not able to 
provide a report summarised as requested, therefore this is information we do not hold in this 
format to provide. 
 
Reply: the Trust seems to have provided inaccurate information here. Please note: ND 
ref. FOI/15/068 and ND ref. FOI/13/88. Both of these FoI requests list incidences of 
thefts from within the Trust. Therefore, if due diligence has been followed in terms of 
lost and stolen tablets, the Trust should be able to present the requested information 
within the define timeframes. 
 
Answer: Please see table below: 

 

Year Report Device type Reported to Police 

2014 2 devices reported missing 1x Samsung, 1 x Apple 1 device reported to Police. 

2015 2 devices reported missing Samsung No Police involvement. 

2016 1 device reported missing Samsung No Police involvement. 

 
 
 
7. According to the Trust’s Mobile Device Policy and Procedures for Trust Owned 
Devices: Users are not permitted to authorize purchases or services for their mobile 
devices. Please advise how the Trust monitor and controlled appropriate use, e.g. does 
the Trust have the suitable infrastructure in place to lockdown Samsung and iPad 
tablets within sensitive hospital areas. In addition to this: do the Trust perform regular 
audits to ensure compliance and when needed remove inappropriate applications? 
 
Answer: The Trust policy is to provide guidance to staff on appropriate use, especially where 
restricting technology can have negative as well as positive benefits. Given the risks relating 
to cyber security we are not willing to disclose any features or steps taken to secure 
devices/access. In accordance with section 43(2) of the Freedom of Information Act 2000, I 
am writing to advise you that the Trust is refusing your request for this information.  
 
In applying the exemption under section 43(2) we have had to balance the public interest in 
withholding the information against the public interest in disclosure. The public interest test 
favours withholding the information for the following reason(s): 
 
Public interest test factors for disclosure 
The disclosure of information related to this request would be of interest because public 
debate cannot take place without the availability of relevant information. 
 
Public interest test factors against disclosure 
Release of sensitive information would potentially disclose security details that could 
jeopardise the Trust’s and NHS’s IT systems and availability of health records. Disclosure 
would allow an insight into the Trust’s security model and associated behaviours. 
 
Decision 
There is a public interest in withholding this information from release under section 43 (2) of 
the FOIA, as its release would potentially have detrimental consequences for the Trust the 
NHS and its patients. 
 
Reply: the Trust’s answer here has been accepted. 
 
8. In relation to the previous question: how many times throughout 2014,2015 and 2016 
has the Trust needed to take action concerning inappropriate use and how frequently 
do the Trust perform audits of this type? 
 
Answer: The Trust was audited in 2015 in regards to mobile device management and usage. 
Mobility solution is still within project phases and appropriate activity is captured and actioned 
as necessary. There are safeguards in place to restrict the inappropriate use of the devices, 
given the risks relating to cyber security we are not willing to disclose any features or steps 
taken to secure devices/access. In accordance with section 43(2) of the Freedom of 
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Information Act 2000, I am writing to advise you that the Trust is refusing your request for this 
information.  
 
In applying the exemption under section 43(2) we have had to balance the public interest in 
withholding the information against the public interest in disclosure. The public interest test 
favours withholding the information for the following reason(s): 
 
Public interest test factors for disclosure 
The disclosure of information related to this request would be of interest because public 
debate cannot take place without the availability of relevant information. 
 
Public interest test factors against disclosure 
Release of sensitive information would potentially disclose security details that could 
jeopardise the Trust’s and NHS’s IT systems and availability of health records. Disclosure 
would allow an insight into the Trust’s security model and associated behaviours. 
 
Decision 
There is a public interest in withholding this information from release under section 43 (2) of 
the FOIA, as its release would potentially have detrimental consequences for the Trust the 
NHS and its patients. 
 
Reply: the Trust’s answer here has been accepted. 
 
9. According to the Trust’s Mobile Device Policy and Procedures for Trust Owned 
Devices: All software on the device must either be provided and installed by Northern 
Devon Healthcare NHS Trust or approved by Northern Devon Healthcare NHS Trust 
for installation by the user. A list of permissible software applications is available from 
IT services and is published on Bob. Please could you publish the application listing? 
 
Answer: Information held on BOB is for internal Trust use and content is therefore restricted 
from the public domain 
 
Reply: the Trust’s answer here has been accepted. 
 
10. According to the Trust’s Mobile Device Policy and Procedures for Trust Owned 
Devices: All Northern Devon Healthcare NHS Trust-owned devices, including, but not 
limited to, Northern Devon Healthcare NHS Trust-issued iPads, must be connected 
exclusively and without exception to Northern Devon Healthcare NHS Trust-owned 
PCs to use iTunes or equivalent software. Northern Devon Healthcare NHS Trustowned 
devices are to never be connected to non-Trust owned PCs for accessing 
iTunes or equivalent software. Please advise how the Trust ensures compliance in 
order to protect sensitive data? 
 
Answer: The Trust policy is to provide guidance to staff on appropriate use, especially where 
restricting technology can have negative as well as positive benefits. Given the risks relating 
to cyber security we are not willing to disclose any features or steps taken to secure 
devices/access. In accordance with section 43(2) of the Freedom of Information Act 2000, I 
am writing to advise you that the Trust is refusing your request for this information.  
 
In applying the exemption under section 43(2) we have had to balance the public interest in 
withholding the information against the public interest in disclosure. The public interest test 
favours withholding the information for the following reason(s): 
 
Public interest test factors for disclosure 
The disclosure of information related to this request would be of interest because public 
debate cannot take place without the availability of relevant information. 
 
Public interest test factors against disclosure 
Release of sensitive information would potentially disclose security details that could 
jeopardise the Trust’s and NHS’s IT systems and availability of health records. Disclosure 
would allow an insight into the Trust’s security model and associated behaviours. 
 
Decision 
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There is a public interest in withholding this information from release under section 43 (2) of 
the FOIA, as its release would potentially have detrimental consequences for the Trust the 
NHS and its patients. 
 
Reply: the Trust’s answer here has been accepted. 
 
11. In terms of recruitment: has the Trust implemented a formal induction process that new 
contractors and or permanent staff are provided before they start work within the Trust 
for the first time? And if applicable what date was it introduced? 
 
Answer: The Trust has always had a formal induction process for substantive staff however 
this is not mandatory for contractors. 
 
Reply: considering how many contract staff there is working within the Trust, I find this 
reply shocking - it appears to indicate double standards, which could result in 
discrimination. 
 
Answer: The Trust notes your response. 
 
12. In terms of the previous question: if the Trust has implemented a formal induction 
process, as a minimum, does it advise new contractors and or staff how they should 
formally raise concerns that may amount to whistleblowing or other? 
 
Answer: The Trust induction of substantive staff has made staff aware of the raising concerns 
(whistleblowing policy) which has been part of the programme for the last 3 years. 
 
Reply: I Trust’s answer here appears to be saying that contractors are not made aware 
of how to raise concerns. I find this reply shocking - it appears to indicate double 
standards, which could result in discrimination. 
 
Answer: The Trust notes your response. 
 
 
13. In terms of recruitment: if the Trust has implemented a formal induction process, do 
new contractors and or staff sign it to confirm they have received this type of training? 
And please could you publish the document template? 
 
Answer: Induction is a face to face taught session and therefore staff attending will sign an 
attendance sheet, this is complemented by a work based induction checklist. The checklist is 
published on the Trust intranet site. Information held on the Trust intranet site is for internal 
Trust use and content is therefore restricted from the public domain. 
 
Reply: although the answer is not completely clear, but also based on (answer 11) I 
believe the Trust are only referring to “substantive staff” here again - I find the reply 
shocking. 
 
Answer: The Trust notes your response. 
 
14. In terms recruitment: does the IT department have current procedures that new starters 
follow. In addition and as part of their induction process, are they made aware of the 
document repository? In addition to this are these procedures maintained and at what 
frequency? 
  
Answer: The Trust has an approved induction policy 
 
Reply: the Trust has not answered the question here. Please read the question again 
and provide answers to all parts of the question, ensuring that the Trust’s response is 
clearly identifiable to the relevant parts of the question. 
 
Answer: The Trust has an approved Induction policy which provides all staff with key 
information and guidance to start working for the Trust. At Departmental levels, each service 
will provide their own guidance for new starters (meetings, shadowing) dependant on their 
specific requirements. 
 


