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1. Introduction  

This document sets out the Trust’s Policy for the use of social media. It 
provides a robust framework to ensure a consistent approach across the 
whole organisation and outlines the responsibilities for staff on the use of 
social media. 

This policy is complementary to all other relevant Trust Corporate and IT 
policies, procedures and guidance and should be considered in conjunction 
with these (see indicative list in Associated Documentation Section). 

2. Purpose 

The purpose of this document is to ensure adherence to the Data Protection 
Act, Human Rights Act, Copyright and Public Interest Disclosure Acts. 

This policy applies to all individuals working at all levels and grades within, or 
for Northern Devon Healthcare NHS Trust, including full-time, part-time and 
fixed-term employees, contractors, trainees, homeworkers, casual, bank, 
agency workers and volunteers etc. (collectively referred to as staff within this 
policy). 

This policy applies to the use of social media for both business and personal 
purposes, whether during work hours or otherwise. The policy applies 
regardless of whether or not the social media is accessed using Trust IT 
facilities and equipment or equipment belonging to members of staff. 

The Trust recognises that the internet provides unique opportunities to 
participate in interactive discussions and share information on particular topics 
using a wide variety of social media, such as (but not limited to) Facebook, 
Twitter, Instagram, blogs and wikis etc. However, use of social media can 
pose risks to staff, and also to the Trust’s confidential and proprietary 
information and reputation, and can jeopardise compliance and legal 
obligations.   

Staff working in the NHS, due to their role and the public nature of their 
position, are vulnerable to incidents involving the misuse of social media by 
patients and members of the public who may seek to use social media to 
identify personal information about NHS staff with a view to embarrassing, 
discrediting, harassing, threatening or blackmailing them, their families or the 
Trust for their own benefit. 

To minimise these risks staff must adhere to this and all other relevant 
policies. 
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Any matters of concern with regards to staff use of social media will be dealt 
with through implementation of the Trust’s Disciplinary Policy.  In some NHS 
professions an individual’s registration may be at risk if they act in any way 
that is unprofessional or unlawful.  This includes their behaviour on social 
media. 

Please note there have been several cases elsewhere where staff have been 
dismissed by their employer for inappropriate use of a social website or other 
media. 

Implementation of this policy will ensure that staff are aware of: 

 Personal use of the internet. 
 Monitoring of internet access at work. 
 Personal conduct and discipline in relation to use of social media. 
 Recruitment. 
 Whistleblowing. 

3. Definitions 

Social Media 

3.1. Social media is the term commonly used for web-based and other mobile 
communications technologies that enable messages and opinions to be 
shared in dialogue with others.  Social media often involves the building of 
online communities or networks, encouraging participation and engagement. 

Examples of social media include (but not limited to) Facebook, Twitter, 
LinkedIn, Instagram, MySpace and Snapchat. 

Social media also includes Blogs. 

Blogs or Tweeting 

3.2. Blogs (a contraction of the term web log) relate to on-line diaries or sharing 
thoughts and opinions on various subjects through audio and video podcasts, 
message boards, social bookmarking websites, photo, document and video 
content sharing websites (such as Flickr and YouTube), or micro-blogging 
services (such as Twitter).  

Cyber Bulling  

3.3. Cyber bullying is defined as bullying, harassment and victimisation conducted 
via social media to post photographs or offensive or threatening comments 
about an individual or individuals. 
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4. Responsibilities  

Role & Responsibilities of the Chief Executive 

4.1. The Chief Executive has the overall responsibility for all matters of Human 
Resources and ensuring that all mechanisms are in place for the overall 
implementation, monitoring and revision of this Policy.  The Chief Executive 
has nominated the Director of People as lead for all Human Resources 
matters. 

Role & Responsibilities of the Workforce Directorate/HR Operations 
Team 

4.2. It is the role of the Workforce Directorate/HR Operations Team to provide staff 
and line managers with appropriate advice and guidance in the 
implementation of this policy.  The Directorate is also responsible for providing 
assurance that this policy has been adhered to. 

Role & Responsibilities of the Line Manager 

4.3. The responsibilities of line managers are to: 

 Actively support, guide and train staff to enable them to fulfil their role 
competently, making the standards and expectations with regard to the 
use of social media explicit through induction, supervision and appraisal; 

 To ensure staff are aware of the relevant Trust policies and procedures 
in relation to using social media; 

 Raise any issues of concern with the staff member in a timely manner; 

 Comply with common law principles as relevant to employment (e.g. to 
ensure a safe working environment, free from discrimination, 
harassment and bullying); 

 If concerns are raised with regards to a staff member and the use of 
social media, highlight to the staff member that this may be dealt with 
under the Trust’s Disciplinary Policy and Procedure and they may wish 
to seek Trade Union advice if they are a member. 

Role & Responsibilities of the Employee / Staff Member 

4.4. All staff are expected to behave in a manner that is conducive to good 
relations with their colleagues, managers and the users of the Trust’s 
services. All staff are looked upon to present a good impression to the general 
public, patients and their relatives/carers, and to avoid any actions that might 
jeopardise the good reputation of the Trust or its staff. 

The responsibilities of staff are to: 
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 Read and comply with all Trust policies and procedures relating to using 
social media; 

 Familiarise themselves with how social media applications work and be 
clear about the advantages and disadvantages; 

 Think carefully about any information they may post online: understand 
that sharing information online can potentially be damaging due to the 
speed with which it can be shared and the size of the potential audience 
i.e. any post made on social media can become public; 

 Consider whether the information being shared could in any way 
compromise their professionalism, their reputation or the reputation of 
the Trust; 

 Recognise the potential for the misuse of social media through 
threatening, harassing, prejudicial, discriminatory or offensive comments 
and behaviours; 

 Consider their association with the people they interact with or the 
content that is being posted; acknowledging someone else’s post can 
imply that the staff member endorses or supports the point of view; 

 Have clear professional boundaries at all times with work colleagues and 
people in the individual’s care (including those cared for in the past), 
their families and carers; 

 Always demonstrate respect and professionalism towards patients or 
service users by respecting their dignity, right to privacy and 
confidentiality; 

 Not to make allegations of misconduct and/or illegal practices against a 
member of staff on social media; these matters should be reported to a 
line or senior manager; 

 Ensure privacy settings are set at the appropriate level; keep the 
disclosure of personal information to the absolute minimum; 

 Be aware that their location may be unwittingly embedded within 
photographs and other content and available for others to see; 

 Not to associate in any way with any inappropriate material on social 
media, which could be interpreted or deemed offensive to others and/or 
may, depending on the circumstances, constitute a disciplinary offence,  
criminal offence or result in civil proceedings; 

 Work to the principles of the Trust’s published values; 
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 Treat all those they come into contact with through the course of their 
work, including patients, members of the public, their colleagues and 
managers, with respect; 

 Comply with common law principles as relevant to employment (e.g. to 
be trustworthy and honest, safeguard the employer’s reputation, and 
follow reasonable instructions); 

 Participate fully in any meetings arranged to discuss any concerns or 
queries in relation to their use of social media; 

 Participate fully in any investigation procedure that may be required in 
relation to their use of social media whether in the workplace or during 
off duty hours; 

 Talk to their manager, HR representative, professional lead or Trade 
Union Representative if they have any queries or issues in relation to the 
use of social media. 

Role & Responsibilities of the Trade Union Representative  

4.5. To make themselves available in a timely manner to participate in formal 
meetings relating to issues relating to a staff member’s use of social media 
and, where they cannot make themselves available in a timely manner, to 
ensure alternative representation from within the relevant Trade Union is 
provided.   

To be familiar with and work with the Policy and its requirements.  They 
should be consulted with as part of the regular review of this policy.   

Role & Responsibilities of Workplace Colleague 

4.6. In place of a Trade Union Representative, staff may choose to be 
accompanied by a workplace colleague at a formal meeting relating to their 
use of social media where this may have fallen short of expected standards.  
In this capacity, they can provide support to their colleague during the process 
including presenting the case on their behalf but may not represent the staff 
member in terms of answering questions on their behalf.  All information 
relating to the investigation must be treated as highly confidential and should 
not be disclosed to any other party. 

Confidentiality – Responsibility of All 

4.7. All individuals involved in processes associated with the inappropriate use of 
social media have a duty and responsibility to treat all information provided or 
received in the strictest confidence.  
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5. Personal Use of the Internet 

The Trust permits staff to access social networking websites on the internet 
for personal use but this is restricted to before or after work and/or during 
break times, provided that the staff member is not undertaking overtime.  

As staff are aware, the internet is provided at work primarily for business use.  

Where IT hardware resources are shared legitimate business use always has 
priority over any personal use. 

Use of the internet as detailed above applies to computers, laptop, tablet 
devices, smart phones and any other electronic device. 

6. Monitoring of Internet Access at Work  

In line with the Trust’s Information Security Policy, associated Compliance 
Guidance including “use of Internet”, and other relevant Trust policies, staff 
use of the Internet / Intranet and e-mail may be subject to monitoring for 
security and/or network management reasons. Users may also be subject to 
limitations on their use of such resources. 

7. Personal Conduct 

Northern Devon Healthcare NHS Trust respects the right of staff to a private 
life and the Human Rights Act 1998. However, the Trust must also ensure that 
confidentiality and its reputation are protected. It therefore requires staff using 
social media to: 

 Ensure that they conduct themselves in line with the Trust Values. 

 Ensure that they do not conduct themselves in a way that is detrimental 
to, or damages the reputation of, the Trust. 

 Take care not to allow their interaction on these platforms to damage 
working relationships, and 

 Ensure that they do not breach patient or staff confidentiality. 

Staff should remember that, whether they are representing the Trust or acting 
in a personal capacity, posting to social media should be conducted in a way 
that is not detrimental to the Trust.  

Staff should be aware that social media platforms are a public forum, 
particularly if they are part of a "network". Staff should not assume that their 
entries on any platform will remain private. Staff should also be aware that 
once information is posted it is effectively in the public domain indefinitely 
(even if “taken down”). 
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Staff should be aware of their responsibilities under the Data Protection Act, 
copyright and Public Interest Disclosure Acts and not divulge any information 
about patients or staff. 

Staff should be aware that any online dialogue of an abusive or defamatory 
nature could be used to support claims of bullying and harassment and could 
potentially be used as evidence at an Employment Tribunal. This applies to 
use in the workplace, or anywhere outside of the workplace. 

Staff who post their images or their personal information on line do so at their 
own risk.  NHS staff should be mindful of the viral nature of social media 
where, potentially, the smallest piece of seemingly innocuous information can 
be seen by patients and members of the public. Where staff choose to post 
images or personal information about a third party, these actions may 
constitute a criminal offence or attract civil liability in their own right. 

Staff should be mindful of using social media when their judgement is 
impaired, for example after consuming alcohol, as this will not normally be 
accepted in mitigation for any breach(es) of this and/or associated Trust 
Policies and/or NHS Guidance on the use of social media. 

If any member of staff feels they have been the victim of a social media 
attack, they should contact their line manager, HR or their Local Security 
Management Specialist as soon as possible.  The matter should also be 
reported on Datix.  Staff should retain any available material which may be 
required for evidential purposes, such as copies of messages and 
screenshots.  

8. Disciplinary Action 

Staff who do not follow their responsibilities under this and other relevant 
Trust Policies may be subject to disciplinary action in accordance with the 
Trust’s Disciplinary Policy & Procedure. 

The Trust will treat any ‘electronic behaviour’ in the same way to any ‘non 
electronic behaviour’ and cyber bullying will be covered under the Trust 
Bullying and Harassment Policy. Staff found to have harassed, bullied or 
discriminated against other members of staff or third parties will be subject to 
disciplinary action up to and including termination of employment. 

Staff who are members of professional bodies should ensure compliance with 
their professional bodies Code(s) around the area of social networking. 
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Breach of this policy may result in disciplinary action up to and including 
dismissal.  Disciplinary action may be taken regardless of whether the breach 
is committed during working hours, and regardless of whether Trust 
equipment or facilities are used for the purpose of committing the breach. Any 
member of staff suspected of committing a breach of this policy will be 
required to co-operate with the investigation, which may involve handing over 
relevant passwords and login details. 

Staff may be required to remove social media/internet postings which are 
deemed to constitute a breach of Trust policy. Failure to comply with such a 
request may in itself result in disciplinary action.  

Where social media behaviour escalates in seriousness and/or constitutes 
threats, harassment or stalking, consideration must be given to involving the 
police. 

In the event that there is a clear and present threat to a member of staff, they 
should contact the police immediately.   If the staff member has not already 
done this the Local Security Management Specialist should do so without 
delay. 

9. Recruitment 

It is not the Trust’s policy to review social media as a form of candidate 
selection.  Line managers should not, therefore, conduct searches on 
prospective staff members on social networking websites. 

10. Whistleblowing 

All staff should be aware that the Public Interest Disclosure Act 1998 gives 
legal protection to staff who wish to ‘whistle blow’ any concerns. The Act 
makes it clear that the process of ‘whistleblowing’ or “speaking up” normally 
involves raising the issue internally first. The Trust’s Freedom to Speak Up: 
Raising Concerns (Whistleblowing) Policy sets out the various means of 
raising concerns. Using social media to whistle blow without already having 
raised concerns through the proper channels would not normally be 
considered appropriate. 

 

11. Process for Implementation and Monitoring 
Compliance and Effectiveness 

Standards/ Key Performance Indicators 

11.1. Key performance indicators comprise: 

 Monitoring of use of sites are restricted  
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 Conduct is managed in relation to use of social media 

Process for Monitoring Compliance and Effectiveness 

11.2. Monitoring compliance with this policy will be the responsibility of the Human 
Resources Department and IT Department.   

Where this Policy is not complied with the Trust may take disciplinary action. 

Where non-compliance is identified, support and advice will be provided to 
improve practice.  

12. Equality Impact Assessment  

Table 1: Equality impact Assessment 

Group 
Positive 
Impact 

Negative 
Impact 

No 
Impact 

Comment 

Age   X  

Disability   X  

Gender   X  

Gender 
Reassignment 

  
X 

 

Human Rights (rights 
to privacy, dignity, 
liberty and non-
degrading 
treatment), marriage 
and civil partnership 

  

X 

 

Pregnancy   X  

Maternity and 
Breastfeeding 

  
X 

 

Race (ethnic origin)   X  

Religion (or belief)   X  

Sexual Orientation   X  

13. Approval and Ratification Process 

Approval and ratification of the policy will be sought from the Partnership 
Forum. 

14. Associated Documentation 

 Bullying and Harassment Policy 
 Confidentiality Policy  
 Disciplinary Policy & Procedure 
 Dignity & Privacy Policy 

http://ndht.ndevon.swest.nhs.uk/policies/?p=2509
http://ndht.ndevon.swest.nhs.uk/policies/?p=40
http://ndht.ndevon.swest.nhs.uk/policies/?p=1964
http://ndht.ndevon.swest.nhs.uk/policies/?p=1454
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 Acceptable Internet and Email Use Policy 
 Freedom to Speak Up: Raising Concerns (Whistleblowing) Policy 
 Information Governance Policy and Framework (and all associated 

Policies and Procedures) 
 Information Security Policy 
 Information Security Policy Compliance Guidance – Information 

Governance  
 Corporate Presence and use of Social Media Policy  
 NHS England - Social Media and Attributed Digital Content Policy 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


