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1. Purpose 

The purpose of this policy is to ensure compliance with the Data Protection 
Act 2018, specifically to: 

1.1. Ensure any personal data collected and held by the Trust is processed fairly, 
lawfully and transparently (See principle 1). 

1.2. Outline the procedure for reporting of a suspected breach of confidentiality 
and/or data protection. (See data protection breach) 

1.3. Ensure that Trust staff involved in processing personal data understand their 
responsibilities and obligations (See staff responsibilities & accountabilities). 

1.4. Provide assurance to our patients, staff and others with whom we deal with 
that their personal data is processed lawfully and correctly and held securely 
at all times (See principles 1-6 and Trust accountabilities). 

1.5. Promote best practice in the processing of personal data (See principles 1-6). 

1.6. This policy applies to: 

 All staff and volunteers. 

 Members of other organisations granted temporary or permanent 
access (for example to undertake audits or inspections) to personal 
data held by the Trust. 

2. Definitions  

2.1. Data 

For the purposes of this policy data includes recorded information in any form 
or format, whether hard copy or electronic, and whether part of a formal 
information system or simply held transiently. 

2.2. Personal Data 

 Relates to a living person (a ‘data subject’) who can be identified, directly or 
indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that person.  

Deceased persons are not covered by the Data Protection Act. The health 
records of someone who has died are covered by the Access to Health 
Records Act (1990). 

  

https://www.legislation.gov.uk/ukpga/1990/23/section/3
https://www.legislation.gov.uk/ukpga/1990/23/section/3
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2.3. Processing 

Any of the following actions in relation to the data, mean processing:  

 Accessing 

 Consulting 

 Destroying 

 Disclosing 

 Erasing 

 Holding 

 Obtaining 

 Recording 

 Retrieving 

 Transmitting 

 Using  

2.4. Data Controller 

A data controller is an individual, company or organisation that determines the 
purpose and manner in which personal data will be processed. The Trust is a 
data controller.  

2.5. Data Processor 

A data processor means any other person other than an employee of the data 
controller (the Trust) who processes data on behalf of the data controller (the 
Trust).  

2.6. Data Subject 

A data subject is the identified or identifiable living individual to whom the 
personal data relates. 

2.7. Special categories of personal data 

Any of the following are considered to be special categories of personal data 
under the General Data Protection Regulation (GDPR) and additional 
safeguards apply to processing: 

 Biometric data 

 Genetic data 

 Physical or mental health 

 Political opinions 

 Race or ethnic origin 

https://gdpr-info.eu/
https://gdpr-info.eu/
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 Religious or other beliefs 

 Sexual health 

 Trade union membership 

Personal data regarding criminal convictions and offences are not included, 
but similar safeguards apply to processing. 

2.8. Third Party 

Is any person other than the data subject, the Trust or other person appointed 
by the Trust to process data on its behalf. For the avoidance of doubt a Trust 
employee is not a third party in this context. 

2.9. Data Protection Legislation 

Within this policy, ‘data protection legislation’ shall be taken to mean the Data 
Protection Act 2018, General Data Protection Regulation or any subsequent 
UK legislation.  

2.10. Organisational data 

Organisational information means data other than personal data, (such as 
financial or business planning data, or minutes of confidential meetings) which 
may have a commercial or business critical value which if disclosed 
inappropriately may prejudice the Trust. 

 

3. Responsibilities  

3.1 Chief Executive 

 The Chief Executive has overall responsibility for compliance with all data 
protection legislation. 

3.2 Caldicott Guardian 

The Caldicott Guardian is a senior person responsible for protecting the 
confidentiality of people’s health and care data and making sure it is used 
properly. The Trust’s Caldicott Guardian is one of the Deputy Medical 
Directors. 

3.3 Senior Information Risk Officer (SIRO) 

The SIRO has Board level responsibility for the management of information 
risk within the Trust and the development and maintenance of information 
governance practices throughout the Trust including business continuity 

http://www.legislation.gov.uk/ukpga/2018/12/contents
http://www.legislation.gov.uk/ukpga/2018/12/contents
https://gdpr-info.eu/
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measures to ensure the safety and availability of information. The Trust’s 
SIRO is the Medical Director. 

3.4 Data Protection Officer  

A Data Protection Officer (DPO) must be appointed by the Trust. They will 
advise and monitor Trust compliance with data protection obligations and be 
the main contact for the Information Commissioner’s Office (ICO) and 
individuals whose data is processed. The Trust’s DPO is the Head of 
Information Management. 

3.5 Information Asset Owners and Administrators 

Information Asset Owners and Administrators are nominated staff and have a 
key role in ensuring compliance with this policy by managing the risks to 
personal data and business critical data held at Trust, department or team 
level. 

3.6 All Staff 

All Trust staff have responsibility for: 

 The safe and proper management of the data they process. 
 

 The prompt reporting of any information governance incident using the 
Datix incident reporting system. 
 

 Completing their mandatory Information Governance training annually 
and before the required expiry date. 
 

4. Data Protection Policy 

4.1. An individual’s personal data is protected by the Data Protection Act 2018. 
This law has been modernised to expand the definition of personal data to 
include biometric data and online and location identifiers, whilst also revising 
special category data (previously referred to as sensitive personal data). It 
has been implemented alongside the General Data Protection Regulation 
(GDPR). 

4.2. There are six core principles for processing personal data:  

1. Lawful, fair and transparent  

2. For specific legitimate purposes 

3. Adequate and limited to that purpose 

4. Accurate and up to date 

https://ico.org.uk/media/for-organisations/
http://ndht.ndevon.swest.nhs.uk/information-asset-owners-and-administrators-handbook/
http://datixweb.ndevon.swest.nhs.uk/Datix/live/index.php
http://www.legislation.gov.uk/ukpga/2018/12/contents
https://gdpr-info.eu/
https://gdpr-info.eu/
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5. Storage limited 

6. Secure (ensuring integrity and confidentiality)  

4.3. An accountability principle has been added, designed to ensure that all Data 
Controllers (the Trust) have further accountability when it comes to ensuring 
that the data subject's information is processed in accordance with these 
principles. 

4.4. A breach of these principles can lead to prosecution not only of the Trust but 
the individual employee. 

 

5. Staff Responsibilities & Accountabilities 

Staff must ensure: 

5.1. That all personal data in their possession is kept secure and not shared with 
any colleagues or third parties unless appropriate (See Caldicott Principles). 

5.2. That all personal information or data is treated in the strictest confidence.  

5.3. Any data protection breach is:  

 Reported to your line manager and  

 Reported by completing a Datix incident form as soon as possible.  

 Assessed by the IG team and if appropriate IT. If necessary this will be 
reported to the ICO within 72 hours using the Toolkit. 

5.4. Conversations containing personal data are not overheard by other people 
(conversations or telephone calls). 

5.5. All personal data is held securely at all times (in work or transit): 

 Ensure device screens are locked when not in use ( ). 

 Never share passwords or user accounts. 

 Adopt a clear desk policy by ensuring paper records are not left in 
unattended work areas and locked away when not in use. 

5.6. That when sending emails containing personal data, contact lists are up to 
date and unnecessary recipients have been removed. When appropriate use 
‘bcc’ to avoid listed recipients seeing each other. Please see Use of Trust 
Email – Information Security Policy Guidance. 

https://www.igt.hscic.gov.uk/Caldicott2Principles.aspx
https://www.northdevonhealth.nhs.uk/2018/03/confidentiality-policy/
http://datixweb.ndevon.swest.nhs.uk/Datix/live/index.php
https://ico.org.uk/media/for-organisations/
https://www.dsptoolkit.nhs.uk/
http://ndht.ndevon.swest.nhs.uk/wp-content/uploads/2015/12/ISPG-Use-of-Trust-Email-System-V5.1.pdf
http://ndht.ndevon.swest.nhs.uk/wp-content/uploads/2015/12/ISPG-Use-of-Trust-Email-System-V5.1.pdf
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5.7. Personal data is not inadvertently disclosed or intercepted when using public 
Wi-Fi. 

5.8. Only encrypted USB memory sticks are used for the transfer of personal data. 

5.9. The information governance team is contacted to conduct a Data Protection 
Impact Assessment (DPIA) for any new system or changes to existing 
systems containing personal data. 

5.10. Annual completion of mandatory IG training on STAR. 

5.11. Any queries or requests for further information about Data Protection are 
emailed to: ndht.informationgovernance@nhs.net.  Urgent enquiries are made 
by calling the information governance team on 01271 341477. 

 

6. The Trust’s Accountabilities 

6.1. The Trust must comply with the principles of the Data Protection Act 2018. 

6.2. Personal data is kept secure from unauthorised use, access, disclosure or 
accidental deletion at all times in accordance with the Trust’s IT Security 
Policy. Personal data stored on paper or other physical media will be kept in a 
secure place when not in use, where unauthorised people cannot see it and 
shredded or otherwise disposed of securely when no longer required. See 
“Confidential Waste” in the Waste Management Handbook.  

6.3. Personal data must be regularly reviewed for adequacy, relevance and to 
ensure it is up to date. Where no longer required personal data will be 
destroyed securely in accordance with the Trust’s retention schedules 
Information Lifecycle Management Policy.  

6.4. The Trust is legally required to adopt a ‘privacy by design’ methodology to its 
processing of personal data. Data Protection Impact Assessments (DPIA) 
form part of this methodology. 

6.5. A DPIA is required in situations where data processing is likely to result in 
high risk to individual’s privacy, for example where: 

 A new technology is being deployed. 

 An automated decision making and profiling operation is likely to 

significantly affect individuals, or 

 There is processing on a large scale of special categories of data. 

 
6.6. If a DPIA indicates that the data processing is high risk and the Trust cannot 

adequately mitigate this, the ICO must be consulted. 

https://nedevonnhs.kallidus-suite.com/LMS
mailto:ndht.informationgovernance@nhs.net
http://www.legislation.gov.uk/ukpga/2018/12/contents
http://ndht.ndevon.swest.nhs.uk/policies/?p=9610
http://ndht.ndevon.swest.nhs.uk/policies/?p=9610
https://www.northdevonhealth.nhs.uk/2018/09/waste-management-policy/
http://ndht.ndevon.swest.nhs.uk/policies/?p=6055
https://ico.org.uk/media/for-organisations/
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6.7. All services or products that will process personal information must be 
ordered through the procurement team, ensuring that data protection 
compliance is adhered to through the NHS Terms and Conditions. 

6.8. If the Trust decides to share data with third party organisations it is necessary 
and essential to have a data sharing agreement in place. 

6.9. A data sharing agreement should cover the following issues: 

 Ensuring adequate security measures. 

 What data needs to be shared. 

 The organisations that will be involved. 

 What we need to tell people about the data sharing and how we will 
communicate that data (Privacy notice). 

6.10. The Trust must provide individuals with information including the purpose(s) 
for processing their personal data, retention periods and who the data 
may/will be shared with. This ‘privacy information’ is contained within the 
privacy notices located on the Trust’s website. 

6.11. The Data Protection Act 2018 requires every data controller to register with 
the ICO unless they are exempt. The Trust has a legal obligation to register 
with the Information Commissioner’s Office (ICO).  

6.12. The Trust has appointed a Data Protection Officer (DPO). See DPO’s 
responsibilities. 

7. Data Subjects Rights 

See Appendix A. 

 

8. Monitoring Compliance with and the Effectiveness of 
the Policy 

Standards/ Key Performance Indicators 

8.1. Key performance indicators comprise: 

 Number of data protection incidents reported to the ICO. 

 Number of data protection incidents reported on Datix. 

 Response rates for subject access requests. 

 Annual toolkit declaration. 

https://www.northdevonhealth.nhs.uk/about/declarations/privacy-notice/
https://www.northdevonhealth.nhs.uk/about/declarations/privacy-notice/
http://www.legislation.gov.uk/ukpga/2018/12/contents
https://ico.org.uk/media/for-organisations/
https://ico.org.uk/ESDWebPages/Entry/Z7485161
https://ico.org.uk/media/for-organisations/
https://ico.org.uk/media/for-organisations/
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Process for Implementation and Monitoring Compliance and 
Effectiveness 

8.2. Implementation will be driven by the annual Toolkit action plan and other 
associated activities. 

8.3. Monitoring compliance and effectiveness will be the responsibility of the 
Information Governance Team and the DPO.   

8.4. Where non-compliance is identified, support and advice will be provided to 
improve practice. 

8.5. Reporting and oversight will be undertaken by the IG Steering Group. 

8.6. Staff must comply with this policy as a condition of their employment. A 
breach involving unwarranted disclosure of information may result in 
disciplinary action. 

9. Equality Impact Assessment  

9.1. An Equality Impact Assessment has been undertaken to identify whether the 
policy has a positive or negative impact on any of the groups listed.  .  

Table 1: Equality impact Assessment 

Group 
Positive 
Impact 

Negative 
Impact 

No 

Impact 
Comment 

Age   X  

Disability   X  

Gender   X  

Gender Reassignment   X  

Human Rights (rights 
to privacy, dignity, 
liberty and non-
degrading treatment), 
marriage and civil 
partnership 

X   Applicable to all 
under Human 
Rights Legislation 

Pregnancy   X  

Maternity and 
Breastfeeding 

  X  

Race (ethnic origin)   X  

Religion (or belief)   X  

Sexual Orientation   X  
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10. References  
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 Access to Health Records Act (1990) 

 Caldicott Guardian 

 Code of practice on confidential information 

 Data Protection Act 2018 

 Data Security and Protection Toolkit  

 General Data Protection Regulations 

 Guide to the Notification of Data Security and Protection Incidents 

 Handbook to the NHS Constitution 2019 

 Human Rights Act 1998 

 Information Commissioner’s Office  

 Information Governance Alliance 

11. Associated Documentation 

 Access to Patient Records Procedure 

 Confidentiality Policy 

 Disclosure of Staff Information Policy 

 Freedom of Information Policy 
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http://www.legislation.gov.uk/ukpga/1988/28/contents
https://www.legislation.gov.uk/ukpga/1990/23/section/3
https://www.igt.hscic.gov.uk/Caldicott2Principles.aspx
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/code-of-practice-on-confidential-information
http://www.legislation.gov.uk/ukpga/2018/12/contents
https://www.dsptoolkit.nhs.uk/
https://gdpr-info.eu/
https://www.dsptoolkit.nhs.uk/Help/Attachment/148
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/770675/The_Handbook_to_the_NHS_Constitution_-_2019.pdf
https://www.legislation.gov.uk/ukpga/1998/42/contents
https://ico.org.uk/media/for-organisations/
https://ico.org.uk/media/for-organisations/
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/information-governance-alliance-iga
http://ndht.ndevon.swest.nhs.uk/policies/?p=3844
https://www.northdevonhealth.nhs.uk/2018/03/confidentiality-policy/
http://ndht.ndevon.swest.nhs.uk/policies/?p=7213
http://ndht.ndevon.swest.nhs.uk/policies/?p=180
http://ndht.ndevon.swest.nhs.uk/freedom-of-information-request-processing-procedure/
http://ndht.ndevon.swest.nhs.uk/information-asset-owners-and-administrators-handbook/
http://ndht.ndevon.swest.nhs.uk/policies/?p=206
http://ndht.ndevon.swest.nhs.uk/information-governance-strategy/
http://ndht.ndevon.swest.nhs.uk/information-governance-strategy/
http://ndht.ndevon.swest.nhs.uk/policies/?p=6055
https://www.northdevonhealth.nhs.uk/2018/03/information-security-policy/
https://www.northdevonhealth.nhs.uk/2018/03/information-security-policy/
http://ndht.ndevon.swest.nhs.uk/policies/?p=12179
https://www.northdevonhealth.nhs.uk/2012/04/raising-concerns-and-complaints-policy/
http://ndht.ndevon.swest.nhs.uk/policies/?p=346
https://www.northdevonhealth.nhs.uk/2018/09/waste-management-policy/
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Appendix A: Data Subjects Rights 

 

The rights of the data subject are:  

1. The right to be informed (Your right to be informed if your personal data is 
being used). 

 
2. The right of access (You have the right to find out if an organisation is using 

or storing your personal data. This is called the right of access. You exercise 
this right by asking for a copy of the data, which is commonly known as 
making a ‘subject access request’). 

 
3. The right to rectification (You can challenge the accuracy of personal data 

held about you by an organisation, and ask for it to be corrected or deleted. 
This is known as the ‘right to rectification’. If your data is incomplete, you can 
ask for the organisation to complete it by adding more details). 

 
4. The right to restrict processing (You can limit the way an organisation uses 

your personal data if you are concerned about the accuracy of the data or 
how it is being used. If necessary, you can also stop an organisation deleting 
your data. Together, these opportunities are known as your ‘right to 
restriction’). 

 
5. The right to data portability (This only applies to information you have given 

us. You have the right to ask that we transfer the information you gave us 
from one organisation to another, or give it to you. The right only applies if we 
are processing information based on your consent and the processing is 
automated). 

 
6. The right to object (You have the right to object to the processing (use) of 

your personal data in some circumstances. If an organisation agrees to your 
objection, it must stop using your data for that purpose unless it can give 
strong and legitimate reasons to continue using your data despite your 
objections. 

 
7. Rights in relation to automated decision making and profiling (safeguards 

individuals against the risk that a potentially damaging decision is taken by 
solely automated means, i.e. without human intervention).  

 
 


