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Information Governance Annual Report 

2014/15 
 

1 Purpose 
 
1.1  The purpose of this report is to provide information: 

 

 On developments within Information Governance management during 
2014/15. 

 Report on the submission of the Information Governance Toolkit version 12 in 
March 2015. 

 Maintaining and managing on-going work plans for delivering level 2/3 
compliance for all the toolkit requirements by March 2016. 

 Objectives for 2015/16 and monitoring changes as a result of Caldicott 
Review and review of the Data Protection Act and Freedom of Information 
Act. 

 
2 Background 
 

2.1 Information Governance (IG) provides a framework to bring together all of 
the requirements, legislation, standards and best practice that apply to the 
handling of information, in particular person identifiable data (PID). 

 
2.2 The IG Toolkit sets standards and provides tools for meeting these 

requirements and provides assurance across six key areas; 
 

 IG Management 

 Confidentiality/Data Protection Assurance 

 Information Security Assurance 

 Clinical information Assurance 

 Secondary Use Assurance 

 Corporate information Assurance 

 
3. Information Governance Management 

 
3.1 The Trust’s Information Governance Strategy was reviewed and approved 

by the IG&IM&T Steering Committee, in February 2015. The strategy 
incorporated changes which took place in the senior management 
following the appointment of a new Chief Executive Officer in April 2014.  A 
new Medical Director was appointed in November 2014, which 
incorporated the role of Caldicott Guardian for the Trust.  Reappointment of 
Head of IG also took place in August 2014. 
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3.2 The Trust appointed a Senior Information Risk Owner (SIRO) who is 

required to be a Board Member.  Andy Robinson – Director of Finance & 
Performance agreed to take on this role in January 2010 and has 
continued to do so until the present day. 

 
3.3 The Trust’s Caldicott Guardian is George Thomson -Medical Director. 

 
3.4 Head of Information Governance is present at each group to support and 

co-ordinate the work of the groups. 
 

4. Confidentiality and Data Protection 
 

4.1 Following two data breach being reported by the Trust during 2014-15 to 
the Information Commissioners Office a number of actions have taken 
place and lessons learnt.  The ICO are in the process of continuing their 
investigation with one breach and the Trust anticipate final response in the 
next few months. 

 
4.2 There were a number of reported potential breaches of confidentiality via 

the Datix system, however only two (as above) were at SIRI Level 2 and 
there was no requirement for the Trust to report them to the Information 
Commissioner’s Office. 
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5. Information Security 
 
5.1 A number of security policy documents were published and implemented 

during 2012/13.  This was as a result of internal investigation into the email 
incident reported to The ICO in April 2012.  Afull review of all IG policies 
will be undertaken during 2015-16. 

 
5.2 In February 2015, the IG Toolkit saw the introduction of reporting Cyber 

Security incidents via the established incident reporting toolkit.  Prior to the 
introduction of the Cyber Security toolkit, the Trust participated in a pilot to 
measure Trust IT systems preparedness for cyber security attacks.  
Following the pilot, the Chief Technical Officer implemented an action 
plan/project to address gaps identified during the course of the pilot. In 
March 2015 one national cyber security alert was raised.  The Trusts CTO 
reported no attacks had breach our IT network or infrastructure.  

 
5.3 Data Flow Mapping:  Further to approval by the IG & IM&T Steering 

Committee a pilot was conducted in November/December 2012.  This was 
then followed in January/February 2013 with the initial deployment of the 
project to all departments in the Trust.  Initial phase was to identify and 
map all Information Assets and external flows of information.  This work is 
currently continuing to progress with support being provided to individual 
departments. 

 

6. Clinical Information 
 

6.1 Implementation of EHR project to introduce Electronic Healthcare Records 
commenced post funding approval from DH.  Head of IG is providing 
support and guidance to the project board in all matters which relate to 
data protection, confidentiality, privacy, access, consent and information 
sharing. 

 

7. Corporate Information 
 

7.1 In the period April 2014 – March 2015 the Trust received 320 Freedom of 
Information requests. This represented an increase of 9% on the same 
period last year.  Additionally it is noticeable that the enquiries are 
becoming more complex. 

 
7.2 The majority of requests were from media and commercial organisations. 
 
7.3 Exemptions were applied on 36 separate occasions to a number of 

requests. 
 
7.4 IG team continue to support Workforce Development, Communications 

and IT Training teams to deliver the mandated IG modules for all staff to be 
completed via e-learning on an annual basis.  Information Governance 
team continue to support the Workforce and Development team in 
delivering the Trust Induction days. 
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8. Submission of IG Toolkit Version 12 – March 2014 
 
8.1 The Trust made the last submission of the IG Toolkit Version 12 on 30th 

March 2014. 
 

8.1.1 The percentage of the 45 requirements assessed at Level 2 or above was 
68% which using the traffic light system flagged the Trust as satisfactory. 

 
8.1.2 Detailed Implementation/Action Plan for 2015-16 has been developed and 

is being actioned as part of the cyclical  IG work flow.  Please see 
Appendix 1. 

 
8.2 Audit South West, Dilys Jones Associates 

 
8.2.1 External review of all 45 requirements of the IG Toolkit was 

commissioned.  Dilys Jones Associates conducted the review in 
November 2014 and provided a report on their findings. The report 
concluded a detailed Information Governance Management Framework 
(IGMF) should be created in order to address those requirements which 
fall short. 

8.2.2 Audit South West was commissioned to conduct an annual IG Audit.  
Audit was in 2 phases, the first in December 2014 and the second in 
February 2015.  Audit SW reviewed 12 requirements and provided final 
report in March 2015. 

8.2.3 Of the 12 requirements which were reviewed Audit SW found in their 
opinion that 5 were at level 0, 4 at level 1, 2 at level 2 and 1 at level 3.  
However, Dilys Jones Associates rated all 12 as meeting the level 2 with 
minor update prior to submission. 

8.2.4 IG Team reviewed all of the above as well as the remaining 33 
requirements and ensured up to date evidence was uploaded prior to 
submission.  Appendix 2 and 1. 

 
 

9. Objectives for 2015/16 
 

9.1 To ensure the Trust maintains compliance at level 2 or above for all 45 
requirements of version 13 of the IG Toolkit.  It is anticipated that Health & 
Social Care Information Centre will release version 13 in June 2015.  This 
compliance level will continue to assure the Trust Board as it continues to 
meet Foundation Trust status application process throughout 2015-16. It 
will also continue to support the implementation of EHR project during 
2015. 

 
9.2 To make further progress with requirements of the IG Toolkit version 13, 

particularly in terms of Information Flow Mapping, Corporate Records 
Management, Internal IG Audit recommendations and mandatory IG 
training for all staff.  

 
9.3 To ensure that all evidence within each requirement of the IG Toolkit is 

reviewed and updated reflecting up to date best practice and guidance. 
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9.4 To continue the review and development of policies and guidance on a 
rolling basis. 

 
9.5 To continue to promote and monitor standards of Data Quality. 

 
9.6 To work towards fully embedding information standards into all processes, 

and to raise awareness of IG issues Trust-wide. 
 

9.7 To consider impacts to the Trust and implement any changes as a result 
of reviews to the Data Protection Act, Freedom of Information Act and 
Caldicott Review and changes in EU legislation. 

 
9.8 To ensure the Trust complies with guidance on encryption of mobile 

devices / media at 100% of all devices. 


