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1. Introduction 
 

1.1 All NHS organisations have a requirement under the Standard Commissioning 
Contract for providers to undertake work in support of the national NHS Security 
Management Strategy published by NHS Protect  embodying four key principles: 
 

 Strategic Governance; 

 Key Principle 1: Inform and Involve; 

 Key Principle 2: Prevent and Deter; and 

 Key Principle 3: Hold to Account. 
 

1.2 This report provides an overview to the Board on the work carried out within the Trust 
in relation to these key principles during 2014/15 to meet the 31 standards for security 
arrangements. 
 

2.      Key Areas for Development 2014/15 
 

2.1 For the year 2014/15 key areas for development were incorporated in the Local 
Security Management Specialist Work Plan, as approved by the Security 
Management Director (SMD), to meet the 31 standards for security  management 
arrangements which were as follows: 
 

 Review the Trust Security Strategy ensuring it is aligned to the NHS Protect 
strategy and has been approved by the Health & Safety Committee; 
 
The security strategy has been partially reviewed and to complete the same 
this objective has been transferred to the 2015/16 work plan. 
 

 Support a trust-wide medicines security assessment of controlled drugs to 
ensure the security of medicines and controlled drugs; 
 
The Security Management Specialist has supported the Director of 
Pharmaceutical Services to complete the self-assessment tool which has 
been submitted by the Trust to NHS Protect. 

 

 Support the review of Neonatal Security to demonstrate the Trust has clear 
policies and procedures in place in relation to preventing a potential child or 
infant abduction. 
 
The Security Management Specialist has supported the Neonatal 
management team to conduct a full review of the current documents and 
general assessment of the security procedures. 

 

3. Strategic Governance 
 

3.1 Reporting Arrangements – Trust Wide 

 
All Security management matters are reported thorough the Trust’s Health & Safety 
Committee. This is achieved through regular reports provided by: 
 

 Local Security Management Specialist (LSMS) 

 Health & Safety Manager 

 Fire & Security Advisors 
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3.2 National 
 
The LSMS uploads all security incidents fitting the criteria to NHS Protect Security 
Incident Reporting System (SIRS) electronically making reporting easier and more 
efficient. 
 
Trust reporting to the Security Incident Reporting System and completion of the 
annual Reporting of Physical Assaults has contributed to the compliance and 
requirements of the NHS Standard Provider Contract and NHS Protect Security 
Standards. 

 
3.3 Security Management Work Plan 

 
The Security Management Work Plan details the work conducted by the Trust to meet 
the Security Management Standards. It includes policy development and review, 
investigations, incident analysis, liaison within Trust services and external 
organisations. The Work Plan is reviewed and updated in conjunction with the 
Security Management Director and /or Trust Secretary. 
 

3.4 Security Management Policies 
 
The following Trust policies link to security management: 
 

 Security Strategy (Under review 2015) 

 Secure Environment Policy (Under review 2015) 

 CCTV Policy (Reviewed 2015) 

 Violence & Aggression Policy (Reviewed 2015) 

 Lone Working Policy (Under review 2015) 

 Missing Patient Policy (Review July 2016) 
 
Violence & Aggression Policy 
 
The Violence & Aggression Policy has been reviewed with a recommendation that 
references to the Enforcement of Zero Tolerance be removed from policy at it is 
widely recognised there couldn’t be zero tolerance to all acts of violence and 
aggression when dealing with patients challenging behaviour due to medical factors – 
hence it is not achievable and confuses staff. 
 
CCTV Policy 
 
The CCTV Policy has been reviewed providing clarity on the viewing / access to 
imagery held on Trust sites. In addition guidance has been provided to staff on recent 
Care Quality Commission advice to members of the public on the use of hidden 
cameras in patients’ homes and on sites where healthcare is being provided including 
hospitals. 

 
3.5 Quality Assurance Framework 

 
3.5.1 The Organisation Crime Profile 2013-14 to determine the level of NHS Protect 

Standards required to be achieved was completed in April 2014 in respect of 
the Trust anti-crime arrangements resulting in a Level 1 rating.  
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This level was determined due to having high value contracts, high number of 
staff, high value assets and large number of patient interactions. All providers 
must complete the Organisation Crime Profile. 

 
3.5.2 The Trust is required to complete an online Security Management Self Review 

Tool against the thirty-one NHS Protect Standards to identify and report the 
levels achieved during the financial year. This is an enhancement in the way 
that NHS providers report annually against the NHS Protect Standards for 
providers. 

 
In November 2014 the security management provision during the year 
2013/14 was self-reviewed against the NHS Protect standards and the Trust 
declared of the 31 standards assessed against the Trust met 26 Green and 
five Amber. For the Amber standards, actions have been produced to mitigate 
the risk and are included in the Security Management Work Plan. 

 

3.5.3 The Security Management Standards will next be required to be submitted by 
the 30th November 2015, The Standards will be reviewed and signed off by the 
Security Management Director and submitted to NHS Protect to provide the 
appropriate level of assurance and compliance required. 
 

3.5.4 Risk assessments were completed into compliance with Standard 3.14 in 
respect of lockdown procedures. An acute and community site risk 
assessment has been completed, risks were identified and actions placed on 
the corporate risk register to mitigate those risks which will form part of the 
2015/216 work plan: 

 

 No site Lockdown Plans to adequately and safely respond with a 
partial, progressive or full lock down to an identified risk, threat or 
hazard. 

 Inability of occupied wards on wards to lockdown in response to an 
identified risk, threat or hazard that might impact on the security of 
patients, staff and Trust assets. 

 
4.       KEY PRINCIPLE 1: INFORM AND INVOLVE 
 
4.1 Security Management Investigations 

 
In 2014/15, the LSMS followed up and investigated a total of 477 security and 
violence and aggression incidents resulting with interventions initiated to ensure the 
safety of Trust staff and others.  
 
These have included the activation of Trust procedures including: risk assessments, 
records on the Corporate Risk Register, individual lone worker arrangements, the 
issuing of warnings, including verbal and written communications, acceptable 
behaviour contracts, sharing of information with other organisations and reporting of 
crimes to the Police resulting in convictions. 
 

The LSMS has attended meetings and liaised with Professionals and Departments 
within the Trust and external agencies, including Safer North Devon Partner Ship, 
Devon and Cornwall Police, NHS Protect – Area Security Management Specialist and 
Legal Protection Unit to take forward actions against individuals. 
 
 

 



Local Security Management Specialist Annual Report  Northern Devon Healthcare NHS Trust 
Health and Safety Committee 7

th 
July 2015   Incorporating community services in Exeter, Mid and East Devon 

   

Trust Secretariat  
Local Security Management Specialist  Page 6 of 16 

4.2 Security Management Director  
 
Security Management meetings are held on a quarterly basis by the LSMS with the 
the Trust Secretary, who provides an operational interface between the LSMS and 
the SMD who is the Director of Finance and Performance, Andy Robinson. 
 

4.3 Non-Executive Director Meetings 
 

Security meetings are held on a quarterly basis with the LSMS, Trust Secretary and 
the nominated Non-Executive Champion for Workforce, Health and Safety and 
Security. 

 
4.4 Security Incident Review Group 

 
The Security Incident Review Group was established to investigate trust-wide 
solutions for the operational issues relating to violence and aggression and security 
within the organisation with the minutes reported to the Health & Safety Committee. 
The group is chaired by the Trust Secretary. 

 
4.5 Acute Security Management Group 

 
The LSMS attends the Acute Security Management Group meetings which are held 
on a quarterly basis and chaired by the Facilities Governance and Assurance Lead.  
Minutes from the meeting are reported to the Security Incident Review Group. 
 

4.6 Mental Health Group Meetings 
 
The LSMS attends Mental Health Group meetings on a quarterly basis chaired by 
Devon Partnership NHS Trust. Security issues impacting trust wide are reported to 
the Security Incident Review Group. 
 

4.7      Health and Safety Committee 
 

The Health and Safety Committee’s overall purpose is to provide, monitor and review 
safety policies and procedures which include security management. As part of the 
terms of reference, the LSMS and Fire & Security Advisors provide regular reports to 
the Committee, which includes an analysis of all security management incidents, local 
and national initiatives and policy development. 
 

4.8       NHS Protect Regional Conference 
 

The LSMS has attended three regional conference meetings during the year. The 
conferences provide a learning forum and the opportunity to share best practice. 
Subjects have included Prevention and Management of Violent and Aggressive 
Behaviour, Quality Assurance Framework, national policy updates, legal updates and 
the lone worker project. 

 
4.9       Security Awareness 

 
To promote security awareness the LSMS has provided and updated presentations 
for the induction sessions for staff and conducting security awareness sessions 
throughout 2014/15 to members of staff. The sessions include introductions to: 
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 NHS Protect 

 Prevent (Radicalisation awareness) 

 Security Measures 

 Operation Falcon (NHS targeted criminal activity) 

 Violence & Aggression 

 Lone Working 

 Training 

 Polices related to Violence & Aggression, Lone Working and Security. 
 

The LSMS maintains the Security Management site on the Trust intranet where 
policy, advice and guidance can be accessed by staff in respect of all security related 
matters. Posters and security presentations can also be accessed and downloaded 
for use trust wide. 
 
A combined Fraud, Security Awareness and Police Crime Prevention road show was 
conducted this year at North Devon District Hospital. 
 
Security Awareness articles have been regularly placed in the Chief Executive’s  
Bulletin, on the Intranet news, via the Alerts System, in Community Newsletter and 
Community Hospital Newsletter.  

 
4.10 Police Partnership Security meetings 

 
Police Partnership Security meetings are held on a quarterly basis with the Devon & 
Cornwall Police, LSMS and the Trust Secretary. Items discussed have included 
criminal offences committed trust wide, security related strategy and policy and 
sharing of information to reduce risk to staff. 

 
The LSMS has also attended the Safer North Devon Partnership meetings attended 
by a number of other partner agencies to tackle anti-social behaviour. 

 
5. KEY PRINCIPLE 2: PREVENT AND DETER 
 
5.1       Prevention of Violence and Aggression Training                
                         

5.1.1 Conflict Resolution Training 
            The focus of the programme is to ensure participants gain the essential 

knowledge, skills and confidence to prevent and de-escalate crisis situations 
reducing the risk to staff from violence and aggression.  

 
 During the reporting period 2014/15 a total of 1319 members of staff have 

attended a full session or completed refresher training. 
                              

5.1.2 Dementia Awareness Training 
A significant number of violence and aggression incidents on staff were due to 
medical factors including patients with dementia. To help reduce the 
incidences of both physical and non-physical assaults by patients with 
dementia towards staff and to improve patient care a Dementia Awareness 
course was introduced.  
 
During the reporting period 2014/15 1709 members of staff have attended 
Dementia Awareness training. 
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5.1.3 Breakaway Training 
Breakaway training is designed to complement the Dementia Awareness 
training aimed primarily at staffs who work with patients who have dementia 
and may exhibit challenging behaviour.  

 
It is provided to give staff practical skills in physical disengagement when 
dealing with challenging behaviour. (e.g. wrists, clothing, hair, bites, punches).  
 
During 2014/15 a total of 218 members of staff have attended Breakaway 
training. 

 
5.1.4 Safe Holding Techniques 

 
Safe Holding is aimed at staff who have also attended Breakaway training to 
manage challenging behaviour with the use of low level control and restraint 
techniques. This will include the holding of patients safely in a therapeutic 
environment and to guide patients away from potentially unsafe events (it 
does not include take down to floor). 

 
This training was not available in 2014/15 but executive approval has been 
obtained for the introduction of Safe Holding training to both acute and 
community staff meeting the criteria. 

 
5.1.5 Control and Restraint 

 
Control & Restraint is aimed at enabling staff to manage challenging 
behaviour with the use of physical interventions using an appropriate level of 
force including take down to the floor. 
 
This training was not available in 2014/15 but executive approval has been 
obtained for the introduction of Control and Restraint to appropriate staff and / 
or contractors. 
   

5.2       Lone Working Arrangements 
     

There has been an increase in community services being provided by staff at the 
patient’s home and therefore an associated increase in lone working. 

 
5.2.1 The Trust Health & Safety team has completed trials and evaluation of lone 

worker safety devices and a Lone worker Safety Device Evaluation report has 
been submitted to the Commercial Director for a final decision. 
  

5.2.2 The LSMS has provided advice and guidance on risk assessing lone working 
at Trust premises and within the community including presentations to 
community nurse team leaders / managers. 

       
5.3      Security Assessments 
 

Security Assessments to reduce the risk of general security incidents are on-going 
trust-wide by the Fire and Security Advisors and LSMS working together to ensure 
the Trust provides a safe and secure environment.  
 
A number of sites have undergone a change of use and are no longer occupied 24 
hours a day resulting in a review of their respective local security arrangements. 
These sites have included a number of Community Hospitals. 
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During the risk assessment process where security risks have been identified in a 
number of buildings/departments action plans are compiled to mitigate or reduce 
these risks where possible. 
 
Assessments at the request of local managers were completed by the LSMS at the 
following sites / teams: 
 

 Minor Injuries Unit – Honiton 

 Tyrell Community Hospital 

 Independent Living Centre – Newton Abbot 

 Axminster Community Hospital 

 Community Nurses Teams – Trust wide 

 Rapid Intervention Centre - Great Moor House Exeter 
 

5.4      General Security Arrangements 
 

5.4.1 Security Management – Secure Environment Policy 
 

 The Trust’s Secure Environment Policy details the requirements for the 
provision of a safe and secure environment minimising and preventing violence 
and aggression against those providing services and the protection of Trust 
property and assets, both financial and non-financial. It also aims to: 

 

 Protect the safety, security and welfare of staff, service users and visitors 
whilst on Trust property; 

 Provide safe systems and safeguards against crime, loss, damage, or theft 
of property, equipment or other assets; and 

 Minimise disruption or loss of services to service users and to the Trust 
core activities. 

 
5.5 Violence and Aggression 

  
5.5.1 Security Management – Violence and Aggression Policy 

 
There is a significant risk of violence and aggression to staff safety due to the 
services we provide, for example but not restricted to, the Emergency and 
Urgent Care Departments trust-wide and in the care of the elderly presenting 
in the both the acute and community setting when presenting with challenging 
behaviour due to medical factors. 
 
Many of the community based services are being provided within the patient’s 
home environment increasing risk to staff in this area. Support has been 
provided Trust wide to staff to ensure home visits to our patients can be 
conducted safely and where this is not possible measures are put in place to 
reduce risk. 
 
The Violence & Aggression Policy has been reviewed and will be submitted 
for review and noting at the Security Incident Review Group and approval at 
the Health & Safety Committee. 

 
5.6     National and Local Alerts 

 
A Security Management alert process ensures arrangements are in place to receive, 
record, risk assess, disseminate and share information on security related issues and 
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individuals who may pose a significant, present or potential threat to NHS staff, NHS 
service providers or NHS property assets. All national and local alerts received by the 
LSMS are circulated by the Governance Team in accordance with policy guidance. 

 
Six Local alerts and ten National alerts were received, recorded, assessed and referred 
for dissemination via the alerts process in 2014/15 covering issues of security and 
violence and aggression. 

 
5.7    Medicines Security  

 
The LSMS as part of the Security Management Work Plan 2014/15 reviewed the self-
assessment tool and provided advice and guidance to the Director of Pharmaceutical 
Services, Niall Ferguson. This included a review by the LSMS together with the Fire & 
Security Advisor of the current physical security measures. 

 
6.   KEY PRINCIPLE 3 - HOLD TO ACCOUNT 

 
6.1   Security Incidents  

 
         The Trust is committed to an open reporting and learning process for all security 

incidents and near misses that occur. The understanding of incidents reported informs 
training programmes, capital improvements, equipment purchases and development of 
safer ways of working. 

 
The LSMS has been notified of 871 reported incidents Trust wide in 2014/15 
investigating a total of 477 incidents. 

 
Table 2 demonstrates that there have been a total of 427 security incidents for the   
reporting period 2014/15, which represents a decrease of 5% compared to the 448 
reported in 2013/14.  

 
General Security incidents relating to unsecure areas / intruders / alarms etc. is the 
highest category representing 46% of all reported incidents and the second highest is 
Lost Property at 27%. 

Table 2: Security Incidents 2014/15 
 

Burglary 4 

Controlled drug issues 32 

Damage - accidental 7 

Damage – criminal (in. vandalism) 6 

Damage - Vehicle 3 

Finance - other 8 

Fraud 2 

General security 198 

Illegal drug issues 1 

Lone working 7 

Lost property 114 

Patient missing 29 

Theft 16 

Total 427 
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General Security Incidents 
There were 198 breaches of General Security reported trust-wide in 2014/15 of which 
146 (74%) occurred at North Devon District Hospital. Although relatively high when 
compared to other Trust sites this is actually a 14% decrease in reported incidents in 
direct comparison to 2013/14. 
 
The breaches predominantly related to poor security management by staff / departments 
leaving areas unsecured overnight.  

 
Lost Property 
There were 114 incidents of lost property reported in 2014/15 this is a decrease of 20% 
in comparison to 2013/14. 
 
Theft 
Trust wide there 16 reported thefts of patient property and NHS property; the following 
are examples of types of offences involving theft on Trust sites:  

 
IR11635 – (CR/086668/14) Theft of camera equipment from secure cabinet at North 
Devon District Hospital. 
  
IR13231 – (CR/099017/14) Theft of a Samsung Galaxy device from an unattended 
motor vehicle outside staff member’s home address. 
 
IR16376 - (CR/01224/14) – Theft at Seaton Community Hospital where Social Services 
based at the hospital placed approximately £5500 in cash together with a client’s house 
keys within the hospital safe on agreement the same would be removed the following 
day. The property was not checked for several weeks and was subsequently found to 
have been stolen. Number of procedural and security weaknesses identified subject to 
report, the theft remains undetected. 
 
IR21054 (CR/018077/15) - Theft incident refers to a theft of approximately £400 cash on 
Glossop Ward, North Devon District Hospital. The money had been recovered from a 
deceased patient and placed in an unsecured office over a weekend period. When the 
contents were re-checked for depositing in the hospital safe the cash had been stolen. 
 
Burglary 
 
Medical Gas Cylinders 
An organised criminal group is stealing medical gases from Healthcare organisations in 
England. This Trust was the victim on two occasions in 2015 (IR19148 & IR20368) with 
similar burglaries at Torbay, Plymouth, Somerset and Dorset. 
 
The theft of medical gas cylinders (containing Nitrous Oxide and Entonox) from 
healthcare premises continues. Historically, the pattern of thefts demonstrates that 
activity peaks between spring and autumn. So far this year there have been a number of 
reported thefts and burglaries in relation to gas cylinders. The intelligence indicates that 
the gas is stolen to order for supply at events where gas gets sold in balloons and scrap 
value of cylinders when empty. 
 
IR19148 (CR/06360/15) - Overnight on the 28th January 2015 the medical gas store 
was broken into at North Devon District Hospital with a number of medical gas cylinders 
stolen including Entonox cylinders. 
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IR20368 (CR/0149/15) - Overnight the 28th February 2015, the medical gas store was 
broken into for the second time.  Entonox gas cylinders were targeted again with up to 
12 G sized cylinders taken. 
 
The specific security standard applicable in the case of medical gas cylinders is 
Standard 3.6 – The organisation has systems in place to protect all its assets from the 
point of procurement to the point of decommissioning or disposal. 
 
To reduce risk of further incidents on Trust sites the review of the safe and secure 
storage of gas cylinders is to be incorporated in the LSMS work plan 2015/16. 

  
IR18126 (CR/002758/15) - Burglary occurred overnight 31st January 2015 at Honiton 
Community Hospital where a person forced entry to a previously reported defective door 
gaining entry to a Royal Devon Exeter NHS Foundation Trust Renal Unit.  
 
Offender was disturbed by hotel services a few hours later having removed and 
consumed a bottle of red wine from an office. Offender identified through review of 
CCTV imagery and subsequently charged with Burglary, pleading guilty at Magistrates 
Court receiving a Community Order. 
 
The same person also pleaded guilty to committing a Section 4 Public Order Act offence 
of threatening behaviour at Honiton Hospital six days later for which he was also given a 
community order.  
 
Subsequent risk assessment completed and measures introduced to mitigate and 
reduce risk of further incidents at Honiton Community Hospital. 

 
6.2  Physical and Non-Physical Assaults 
 

Table 3 demonstrates that trust-wide in 2014/15, there were 155 reported incidents of 
Physical Assault (subject to NHS Protect verification) and 206 Non-Physical Assaults 
against staff.  
 

Table 3: Physical & Non-Physical Incidents 2014/15 
 

Type Number 

Non-Physical -  Harassment 11 

Non-Physical – Hate Crime / Racial 4 

Non-Physical - Nuisance Phone Calls 1 

Non-Physical – Sexual harassment 4 

Non-physical - verbal abuse 115 

Non-Physical - violent/threatening 
behaviour 70 

Physical - physical assault 155 

Total 360 

 
Physical Assaults 

  Of the 155 reported Physical Assault incidents this has resulted in a total of 171 assaults 
against staff (subject to ratification from NHS Protect). This difference is because one 
reported incident may have included assaults on more than one member staff. Of the 
total 171 recorded assaults on staff, 163 (95%) were due to medical factors. This is 
consistent with the previous report for the 2013/14 financial year. 
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Figure 1: Physical Assaults comparison by year 
 

Figure 1 demonstrates successive year on year increases in recorded Physical Assaults 
on staff until 2013/14 when this changed to 132 assaults. This represented a decrease of 
37 (22%) in comparison to 2012/13 when 169 physical assaults were recorded. 

 
This was partially due to improvement in the management of and support for patients with 
challenging behaviour, however it was suspected there had been under-reporting of 
physical assaults against staff.   

 
Subsequent increase of awareness to report all incidents met an immediate increase in 
reporting with the end result of a 29.5% increase of reported physical assaults from 132 
in 2013/14 to 171 in 2014/15 commensurate with anticipated figures. 

 
      Non-Physical Assaults 

Trust wide in 2014/15 there were 205 reported incidents of Non-Physical Assault    
compared to 2013/14 when there were 256 reported incidents a decrease of 41 (16%).  
 

Verbal abuse is again the highest category with a 115 reported incidents and the second 
highest is Violent or Threatening behaviour with 70 incidents reported.  
 

6.3 Restraint 
 
6.3.1 The Restraint Policy was reviewed and together with a Challenging Behaviour 

Strategy published in April 2015. Amongst the key messages were the following: 
 

 All staff need to ensure the use of restraint is minimised wherever possible 
and the least restrictive options for delivering care should always take 
priority; 

 If the restraint being used involves significant levels of restriction for 
example; more than one member of staff physically holding patient, use of 
chemical restraint through rapid tranquilisation, or the intervention results in 
harm to the patient, staff or visitor then this must be reported as an incident 
on the Trust incident reporting system. 

 
6.3.2 There is a risk that staff may inappropriately use restraint in incidents involving 

Physical and Non Physical Assaults by patients, as well as in incidents related to 
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Absconding Patients, where immediate physical intervention requiring restraint is 
unavoidable by staff to ensure the safety of the patient or other people or that no 
interventions are used, placing patients at risk. 
 

6.3.3 In July 2013, the Trust introduced a specific mandatory category for recording the 
use of restraint during reported incidents on the Trust’s incident reporting system 
this was in anticipation under requirements to be introduced as part of the NHS 
Standard Provider Contract. 

 

6.3.4 Table 4 below demonstrates the use of control and restraint by type and by who 
on trust premises in 2014/15. In total there were 68 recorded incidents of restraint 
in comparison to 33 recorded in 2013/14, an increase in reporting of incidents by 
51%. This increase was anticipated in view of raising awareness and requirement 
to report on incident reporting system. 

 

  By 
staff 

By 
Police 

By 
visitor 

By third 
party/ 
Other 

By 
security 
staff 

Total 

Chemical - involves 
using medication to 
restrain 

12 4 0 0 0 16 

Environmental - 
tagging, pressure 
pads, door alarms 

1 0 0 0 0 1 

Mechanical - 
involves the use of 
equipment 

0 4 0 0 0 4 

Physical - involves 
holding/moving or 
blocking 

45 7 1 1 1 55 

Psychological 3 1 0 0 0 4 

Total 61 16 1 1 1 80 
 

Table 4: Use of control and restraint by type and by whom 
 

6.3.5 The 68 recorded incidents in 2014/15 resulted in 55 incidents involving the use of 
physical interventions of which 45 were conducted by staff. 

 

6.3.6  During the use of these control and restraint physical interventions there were 16 
physical assaults recorded against staff.  

 

6.3.7 Staff are not currently provided with control and restraint training however to 
mitigate this risk approval has been provided for workforce development to 
implement a training programme to appropriate staff in high risk areas. 

 
6.4 Security Incident Reporting System 

  
       NHS Protect commissioned a national Security Incident Reporting System (SIRS) to 

better understand the scale of security incidents within the NHS which is a key step 
towards building of a safer NHS where people and property are protected. SIRS enables 
health bodies to report incidents electronically making reporting easier and more 
efficient. 
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The LSMS completed a benchmarking report with the information contained within the 
2013/14 NHS Protect Security Incident Reporting System and Reported Physical 
Assaults Against Staff Profile Report.  

 
Key issues included: 
 

 Trust reporting to the Security Incident Reporting System and completion of 
the annual Reporting of Physical Assaults has contributed to the compliance 
and requirements of the NHS Standard Provider Contract and NHS Protect 
Security Standards. 

 The Trust was one of only 20 organisations to complete their Reported 
Physical Assaults return using their records uploaded to the Security Incident 
Reporting System during the financial year 2013/14 negating the requirement 
to report separately.  

 
The LSMS, supported by the Trust Datix and Incident Manager, have overcome various 
technical and reporting issues and have met the full criteria for reporting to NHS Protect. 
A total of 347 Incidents meeting the criteria were reported in 2014/15. 

 
6.5 Sanctions and Criminal Prosecutions 
 

A range of sanctions against those responsible for security incidents and breaches can 
be applied through a combination of procedural, disciplinary, civil and criminal actions as 
appropriate. 
 
Trust-wide, 14 warning letters / acceptable behavioural contracts were issued to persons 
allegedly responsible for using violence and aggression towards staff. The following 
criminal sanctions were obtained: 
 

Criminal Offence Type Sanction Imposed 

Public Order – Barnstaple MC 14/06/14 Fined £100 

Fail to keep dog under control – Police Restorative Justice 

Drunk & Disorderly – Exeter MC 30/05/14 Fined £110 + £20 costs 

Burglary – Exeter MC 02/04/15 Community Order 

Section 4 Public Order Act – Exeter MC 02/04/15 Community Order 

Actual Bodily Harm – Barnstaple MC 16/06/2015 Pending 

 
7.  Conclusions 

 
7.1 The Trust is continuing with initiatives to mitigate the security risks faced by the 

organisation. As services develop, along with new ways of delivering those services at 
the acute and within the community, it will be important that issues surrounding the 
security of all Trust assets, including staff, are taken into consideration, to ensure that 
maximum benefit is gained from changes to the organisation, its structure and how 
services are delivered. 

 
7.2 The conclusions from the Annual Security Report are as follows: 
 

 Physical Assaults against staff have increased by 29.5%. This is in part 
believed to be due to previous under reporting by staff and subsequent raising 
of awareness to report all physical assaults; 
 

 Use of Restraint incident reporting has increased due to raising awareness 
amongst staff on Trust policy requirements and reporting criteria.  
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 Approval obtained for the implementation of Safe Holding / Control and 
Restraint training for staff. 

 

 Lone Worker devices reviewed and recommendations submitted to executive 
by Health & Safety. 

 
 

8.  NEXT STEPS 
 

8.1  For the year 2015-16 key areas for development will include: 
 

 Review of Lockdown Procedures to mitigate risk of failing to meet Security 
Standard 3.14  - Lock down arrangements and Emergency Preparedness, 
Resilience & Response (EPPR) core standard to have in place signed off 
lockdown plans for each site. 
 

 Review of premises security measures on wards at the acute and community 
sites to allow staff to control access and egress in response to an identified risk, 
threat or hazard that might impact of the security of patients, staff and assets and 
facilitate a partial, progressive or full lockdown plan. 

 

 Review the safe and secure storage of gas cylinders on Trust sites to mitigate the 
risk of: 

 

 Failing to meet Security Standard 3.6 – Protecting Assets; 

 Failing to take adequate security measures that could result in theft and 
the misuse of medical gas causing harm potentially leaving the Trust open 
to legal action. 

 
8.2   Details of the priorities for 2015-16 are listed in the Security Management Work Plan. 
 
 
 
 
 
 
Gary Thompson 
Local Security Management Specialist  
 
 
 
 

 

 


